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The Internet Of Things 
Introduction to what is the Internet of Things, why does it change the world where we live, what are the technologies behind the scene ?

How des it apply to your domain ?

Paul Pinault
Blog/contact : www.disk91.com
Twitter : @disk_91
YouTube: https://www.youtube.com/c/PaulPinault

http://www.disk91.com/
https://www.youtube.com/c/PaulPinault
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IoT Expert 
https://www.disk91.com
https://youtube.disk91.com
https://github.com/disk91/stm32-it-sdk

VP Product & Market Strategy 
We make manufacturing more 
efficient, less impacting environment 
through the data analysis.

DEVICE MAKER & STARTUP 
FOUNDER

ENGINEER 
17 years                   IT, IoT 

TEACHER and SPEAKER
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What do you think 
IoT is ?
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Useless IoT ?
Is IoT…

COUNT EGGS

Know on your 
smartphone the 

number of eggs you 
still have in your fridge 

TOOTHBRUSH

Make tooth wash a 
game for children, 
even if exposing 

your smartphone to 
the worst 
conditions

FRIDGE

Make your fridge 
doing shopping for 

you

FEEDING BOTTLE

Measure que 
quantity of milk 
your baby has 

drunk
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Evil ?
Is IoT…

LINKY

Supposed to emit 
terrible radio waves, 

spy on you

CAMERA

Identify you, spy on 
you, source of the 
largest ddos attack 

on Internet 
infrastructures 

5G

Supposed to emit radio 
waves that can kill us all 
shortly, activating nano-
particles injected with 

covid vaccines… 

CAR

Car could be 
controlled remotely 

by a third party. 
Could be stolen 

with digital 
intrusion. 

Manufacturer could 
disable features, 

use remotely
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Saving life ?
Is IoT…

BALANCE

Measures the increase 
in weight sign of a 

near cardiovascular 
risk in certain diseases

GLASS

Make sure that the 
elderly drink 

enough water and 
do not become 

dehydrated

VEHICLE

Understand your 
driver behavior and 

provide advice to 
improve your 
driving safety

EMERGENCY 
CALL

Emergency call for 
elderly in the event 

of a fall
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IoT is a revolution
changing the way  
industries are going to 
execute their processes
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In the past 20 
years the 
digitalization has 
transformed our 
world but it has 
made it really 
more complex.
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SIMPLE USER INTERFACE COMPLEX USER INTERFACE
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About 60% of 
European 
population has to 
learn computers / 
smartphone / 
Internet after 
school age ( > 20 
year old)
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Most of these 
people never had 
to use a computer 
/ smartphone in 
their professional 
life Au
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Helium deployment density

Planet watch adoption
(French project)

Our ability in 
France to adopt 
change and 
technology is 
lower than others 
European around
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France to adopt 
change and 
technology is 
lower than others 
European around
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Industrial processes transformation takes time
The different phases of the Digital transformation

Minitel 1980 - 2000

http 1989 

The early digital Digital native disrupters Mass industry transformation

2012- 20151994-1998

Traditional actors use the 
technology but not change the way 
they are doing business. New 
actors appears with not adapted 
business models, or can’t scale

New actors take advantages of the 
technology to create a totally 
different way for doing business and 
to scale fast

Traditional actors are switching from a use of the technology for making a 
traditional business towards a way of doing business differently with 
these technologies.

Business model transformation

20 years to get the point > 10 more year for being transformed

Au
th

or
 –

Pa
ul

 P
in

au
lt 

/ D
isk

91
.c

om



14

Customer change 
management takes 
time

DIGITAL / IoT 
Transformation are 
ways to make 
existing business in a 
totally different way

Traditional business 
transformation takes 
longer time

Winners are the one able 
to use the technology to 
embrace a transformation 
quicker than the others

1
2

Pre-existing Disrupter Transformation Next step

Sidewalk

Sidewalk

Author – Paul Pinault / Disk91.com
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Industrial processes transformation takes time 
The different phases of the IoT transformation

The early IoT (M2M) IoT Native Disrupters Mass industry transformation

2014 - 20152003 - 2005

Traditional actors use the technology but not change the way 
they are doing business. New actors appears with not adapted 
business models, or can’t scale

New actors take advantages of the 
technology to create a totally 
different way for doing business and 
to scale fast

Traditional actors are switching from a use 
of the technology for making a traditional 
business towards a way of doing business 
differently with these technologies.

Business model transformation

20 years to get the point > 10 more year for being 
transformed

2G/3G/4G - 1991

WiFi - 1997

LPWAN (2009) BLE (2010)

2025 - 2030

IoT pioneers

Author – Paul Pinault / Disk91.com
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DECISION 
TAKEN FROM 
NEVER SEEN, 
MASSIVE DATA

IoT Data will fulfill a 
new set of IA to pilot 
industrial processes, 
sustainability … 

IoT is one of the next 
“digital transformation”

It basically create a new opportunity to transform
the industrial processes by issuing new data from
the real world. It transforms the relationship
between providers, customers and products.

DATA GENERATION 
FROM RAW 
MATERIAL TO 
FINISHED PRODUCT 
END OF LIFE
Industrial processes get benefit of 
seamless data access from any 
stage of the product and its 
components

FROM PRODUCT 
APPROACH TO 
SERVICES 
ORIENTATION

Any connected product can be 
a source of new value creation 
in a service-oriented approach
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Any new technology 
is a strong change 
for each of the 
individuals. The rate 
of change is going 
faster since the last 
20 years.

Why new 
technologies are so 
long for being 
adopted ? The whole society is 

changing with new 
ways of work, new 
way of interacting, 
new ways of making 
politics.

We have to fight 
against large 
challenge changing 
our 100 year old 
model about climate, 
world governance 
and equilibrium

Au
th

or
 –

Pa
ul

 P
in

au
lt 

/ D
isk

91
.c

om



18

Adoption follows 
the hype cycle 
pattern, related to 
the ability of 
humans to 
embrace change Au
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People adoption is 
a long process and 
the multitude of 
new technologies 
to adopt generate 
a large community 
of people 
rejecting novelty
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In the past 20 years
Recent technologies to be adopted

Mobile phone
Email, WiFi

Internet / Adsl

Smartphone
GPS, Youtube
3G, Booking

Social Networks
Amazon for mass

Big Data
Online banking

Blockchain
Tablets
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2000 2005 2008 2010

Digital Transformation
Drive-shopping

Tax online declaration 
(massive)

4G
Uber

Fiber for mass

Netflix
Apple car / 

Android Auto

Mobile payment
IoT rise
Linky

2012 2013 2014 2016

1st Bitcoin Peak
IA for mass

Ransomware for mass

5G
Electric Vehicle 

for mass

Remote Work
Video conference

For all

Uber eat
Electronic 
Shortage

2017 2019 2020 2021
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Schizophrenic society 
It has some consequences
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Crazy consequences
It has some consequences
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But nothing really new
It has some consequences
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1998 2016

Time for science to conduct 
studies and get a clear result. 
Even if the original response 
gave the final direction.

During that time it has been 
recommended to use 
headphone. Still ?
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But nothing really new
It has some consequences
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1955 2021
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IoT / Digital 
transformation and 
Climate / Planet impact
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IT is requiring energy
IT Energy consumption and Climate impact
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Electricity used at home

6%   * 27%

* 35%

* 78%

Home 
IT
0.44%
GES
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Not necessarily at home
IT Energy consumption and Climate impact
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Electricity used at home

According to Forecast digital 
GES should be 4% total in 2020

Real

Forecast

~8
00
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Mostly for construction
IT Energy consumption and Climate impact
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Making IT is 44% of GES according to previous slide source:
• Steel 10kWh / kg
• Aluminum 60 kWh / kg
• Copper 20kWh / kg
• Plastic 20kWh / kg
• Paint 30kWh / kg
• Electronic 3.5MWh / kg

• Intel i7 about 0,3g -> 1.05kWh / processor
• Estimate total in a computer : 2g-5g -> 7kWh – 17,5kWh

• Rare earths – about 2g / computer (Led Display-sound)

15x less

2000 – 15kg 2020 – 1kg

<>
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Mostly for construction
IT Energy consumption and Climate impact
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1.1T
Equivalent to 73 

computers

1.2T 
Equivalent to 1200 

computers



30

So… where is the growth ?
IT Energy consumption and Climate impact
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So… where is the growth ?
IT Energy consumption and Climate impact
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But the previous technologies are 96% of 
the problem

IT Energy consumption and Climate impact
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Citizen technologies, 
including all the consumer 
electronic (not the 
smartphone but TV, 
washing machine …) are the 
1.8%
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New technologies source of waste
IT Energy consumption and Climate impact
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2021 BTC estimate 140TWh
2022 should be around 79TWh

Estimation 3.4M ATM machine 
worldwide at 2.5KWh each = 8.6TWh
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But the previous technologies are 96% of 
the problem

IT Energy consumption and Climate impact
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By going at work with 
your bicycle your can 
watch a full season 
every day of the year.

Going to theater with your 
car is worst than watching 
10 movies on Netflix (just 
for the drive)
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What is France theater energy consumption ?

IT Energy consumption and Climate impact
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Average 95kW for 2000 seats and 10 rooms
5000 theater’s rooms in France
About 47MW (412GWh / an)

What is Netflix global energy consumption ?

Average 400W per server (cold included)
17000 servers WW
About 6.8MW (60GWh / an)
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What about TV ?
IT Energy consumption and Climate impact
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Technology is also the solution 
IT Energy consumption and Climate impact
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GES on retail 

17% positive 
savings
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Technology is also the solution 
IT Energy consumption and Climate impact
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>50% 
- less paper
- less print
- less transport
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Technology is also the solution 
IT Energy consumption and Climate impact
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830.000 tons of 
physical mailbox spam
in France for a year 

4kWh / kg
157Wh / unit (0.03€)

3.3TWh / an

511Md total email in 
FRANCE for a year
Wh / email Total Yearly energy Vehicle eq m / day CO2
Ademe 2011 avg 81kb / 
email                              2Wh

1TWh Eq elec :            480m
Eq thermic :        65m

Real size 70% spam & 5kb + 
30% legit @75kb (avg 26Kb)            
                                    0.64Wh

0,32TWh Eq elec :            153m
Eq thermic :        20m

Applying more’s low
/2 every 18 months
                                    0.01Wh

0,005TWh Eq elec:                  2m
Eq thermic:         32cm

1,5km elec vehic / j
216m thermal vehic / j
Per people

CO2
effort
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Email is not
IT Energy consumption and Climate impact
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“30 emails are 
equivalent to 1 day of 
a  light bulb”

1.6Wh / email
X

306.4Md email /d

490GWh / j

122M servers

Every servers sold by the last 10 
years are only doing email

m
eans
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Email is not
IT Energy consumption and Climate impact
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“email for a 100 
employees is 136Kg 
CO2 per employee per 
year = 1.4 CDG<->NY”

13T/y = 130MWh/y
=

14kW

35 Servers

2000 cores
17TB RAM

m
eans

13T != 4T

500 macbook
32GB RAM
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Remote Office
IT Energy consumption and Climate impact
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Energy reduction plan in 2022 in France, includes a potential 9.1TWh gas 
energy reduction by increasing the remote office.

The associated transport reduction is estimated to 2.8TWh

This is equivalent to 3,4M physical cooled servers. 

This is more than Google Amazon 
Facebook, Apple and Microsoft all 
over the world (estimation around 2,5M)



43

Technology also provide a new approach
IT Energy consumption and Climate impact
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IoT is a solution,
based on data collected 
from physical world, 
directly, by things 
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COMMUNICATION
To transmit, autonomously, the 
captured data from the fields to 
the consumers.
Communication key feature is not 
to be fast; it is to be energy 
efficient.

PLATFORM
Makes the data meaningful and 
accessible to the end-user.
Process large set of data. Mix 
different source of data. Create 
individual and aggregated value.
Manage the device fleet

DEVICES
To capture the data from the 
physical world
Devices are numerous. Larger the 
fleet is and larger the value 
created by the platform will be.  

IoT has 3 layers 
to compose a 
solution. 
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MULTIPLE 
DEVICES
Collecting the 
same type of Data

FITBIT
USE CASE
Get personal activity & health data from million of different people
world-wide. Process them and propose:
- Individual feedback
- Global data studies and partnership programs

USING 
BLUETOOTH
And the customer 
smartphone as a 
Gateway to internet

WITH APP AND 
BIG DATA
To propose a valuable 
customer experience and B2B 
services like heath insurances
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MULTIPLE 
DEVICES
Collecting the 
different type of 
data all related to 
your home

NETATMO
USE CASE
Get home environmental information – Temperature, Hygro, Sound…
- Individual feedback
- Global data studies and partnership programs

USING Wi-Fi

And the customer 
Internet connectivity to 
reach the backend 
services

WITH APP AND 
BIG DATA
To propose a valuable 
customer experience and 
B2B services like city map of 
environmental noise
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LEARNING AT THIS STEP
Let’s make a short break

IoT is a Solution

Composed by Hardware, Network and 
Software.

It needs maintenance and the 
associated business model is a service 

Belonging on multiple 
technologies

The communication layer uses 
different technologies depends on the 

context.

With a two sides 
source of value

A direct benefit for the end-user (the reason 
why he buy it) and a B2B source of revenue 
obtained thanks to the massification of the 

collected data 

…

Author – Paul Pinault / Disk91.com
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Mixing
- Capital to produce the software / 

hardware and industrialization design
- Per devices costs related to 

production and distribution
- Recuring investment to maintain the 

software stack
- Recuring cost for supporting 

maintenance, communications, 
platform run and end-user-support

Volume of devices is a 
key factor

Design

Production fixed cost
(test, mold…)

Production assembly

Chips & raw materials

Packaging

Transportation & Deployment

In field Maintenance

Certification

Subscription

Initial Back-end design

Software maintenance
Back / front / mobile

Hosting & Operation

Initial Front End design

Initial Mobile design

End-User Support
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IoT solutions have a 
complex cost model

Longer the service is 
delivered and higher 
the cost per device is

IoT solution business model 
differ from commodity product 
standard 

1
2

Network gateways (option)

Network deployment (option)

Network maintenance 
(option)

Author – Paul Pinault / Disk91.com
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IoT needs 
recurring 
revenue or 
needs to 
includes 
future costs in 
the initial price

IoT ORIENTED SOLU
TION

HARDWARE ONLY
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Recurring revenue is 
a warranty for 
platform evolutions 
and data safety.

IoT ORIENTED SOLU
TION

HARDWARE ONLY
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Selling IoT as a Product leads to slow death 
Impact of product business model applied on IoT Solutions

Time

$

Initial Investment Fashionable period Disillusion period Death Valley

Cumulated sp
end

Cumulated revenue
High volume of se

lls

Cost grow with number of running devices

Decrease of volume

(competition, end of fashion boost)
End of marketing product life

In field product run cost

End of developments
- Product becomes less 

attractive
- Product becomes insecure
- Service stops working

Author – Paul Pinault / Disk91.com
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There is the reason why 
you accept / want the 
solution.

High Value 
Insights

IoT revenue model

There are the market 
where the solution 
creates value, 
sometime the reason 
why the solution has 
been created.

This is a win-win deal for 
human generated data

1
2

Visible Insight

The user is sharing some data

To obtain a personal benefit

Massive data
aggregation Custom studies

More arrows you have here and larger are the recurring incomes

There are many revenue 
model, an illustration here 
is on B2C direct solution 
with indirect B2B markets
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“DATA IS THE NEW OIL” 
is a wrong assumption ! 
However, data is            .

THE VALUE OF DATA IS ONLY DUE 
TO ITS UNIQUENESS
As the data can be sold without reducing your stock of Data, 
its value comes to a non existing competition or its value 
tends toward 0.

MORE DATA YOU HAVE HIGHER ITS 
VALUE IS.
With larger data set you can extract more value, touch larger 
indirect businesses.

20x20x20m 
cube

ore
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DATA MINING HAS A COST

SELLING RAW DATA DESTROY ITS 
VALUE

DATA VALUE COMES FROM YOUR 
STOCK OR RAW DATA

ANY COMPETITOR HAVING MORE 
DATA THAN YOU DESTROY YOUR 
DATA VALUE

The rules of 
the DATA ORE
Mining data let you make a stock; the stock values comes from the
number of markets/customers you can reach with unique Insights.
This is related to the volume of data you have and the lack of
competition. Selling you raw data is making new competitors.

DATA CAN BE REUSE INDEFINITELY

$

Volume
of DATA
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FITBIT
USE CASE
Fitbit was the first to capture the human activity at a scale never
obtained before. They have been able to propose unique Insights to
health research, insurance market and much more. They were
expecting a significant revenue from it to support the run costs.

Global statistics
(anonymous)

Visible Insight
I send information about my physical activity

I get report, challenges…

Massive data
aggregation

Profiling
(personal data)
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FITBIT
USE CASE
The activity sensors have been deployed in cellphone, watches and
many competitor's activity trackers making the activity data value
tending toward zero today.

Global statistics
(anonymous)

Visible Insight
I send information about my physical activity

I get report, challenges…

Massive data
aggregation

Profiling
(personal data)

Google

Apple

Samsung

Strada

Nike

…

CO
M

PE
TI

TO
RS

Fitbit stock price
Google acquired it for $2B in 2020

2015 2016
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BLOCKCHAIN
CAN FIX THIS
By proposing a reward mechanism based on a digital asset produced
for no-value, you can kickstart the deployment of a fleet of devices
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PlanetWatch has quickly reached 60.000 sensors
- Token distributed to miners for gathering data

- Token needed to enter the PlanetWatch game (ponzi like)
- Token value is growing due to demand push

- 1-2 week return on invest during the first months
- … Later years …

- The fleet is in place, 72.000 sensor 1 year after start
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B2B Logistic
Use-Case
With a tracker deployed in the element of the logistic chain, many
companies are looking to improve the supply-chain cost by reducing
the transport duration and reducing the stock size and associated
cost.

Visible Supply Chain Insight

Global statistics

Transporter profiling
In most of the case, nothing is done here, 
and value is lost

What the project targets with a sufficient value to 
finance it (build+run)
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LEARNING AT THIS STEP
Let’s make a short break

IoT has recurring costs

Longer the service is delivered, higher 
the cost is per device. 

Business model 
includes recuring cost
In the initial price (device will have a 
programmed obsolescence) or within 

a subscription

Multi-side business 
can be a solution

By targeting different market and extracting 
more value from the data you can balance the 

recurring cost issue

Author – Paul Pinault / Disk91.com
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IoT is an opportunity to 
innovate like Internet or 
smartphones transformed 
our environment
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Adding a connectivity 
feature on an existing 
things does not make 
innovation happen.

Innovation transforms 
an existing market or 
create new markets

Author – Paul Pinault / Disk91.com
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Fight against 
counterfeiting

Understand the use 
of product

Track product in 
distribution circuit

Propose maintenance 
based on use

Per use billing

Propose renewal 
right on time

Allow opening

Unlock special blade

IoT changes the way a 
simple product is 
produced, 
distributed, 
sold…

… more than it  
is changing the 
way to use it
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Why connecting 
tables ?
- Would it be for the end-user to master its dinner

habits ?
- Are your ready to pay for it ?

- Would it be for the manufacturing process ?
- Can we save money ?

NO !
YES !

Manufacturers needs to forecast future order
with accuracy to plan raw material purchase
and flatten manufacturing process.

IoT can give them a real time view of the
distribution stocks and move away from
forecast to real-time market data.
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65IoT can fight against 
pandemics
Here is a Map of Covid evolution within the USA
made by Kinsa connected thermometer. This is
precious visualization obtained with $30-$50
thermometers, complex to use. It is like a satellite
watching hearth with a 100km x 100km definition.

How this could be with IoT at Scale providing a
100m x 100m definition, thanks to $3 connected
thermometers ?

- It could predict any pandemic movements.
- Gives immediate results even before test.
- It could give transparency all over the world.
- Allow to confine small area instead of whole

countries.
- It could protect the personal data more than the

existing solutions.
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66IoT can fight against 
pandemics
Here is a Map of Covid evolution within the USA
made by Kinsa connected thermometer. This is
precious visualization obtained with $30-$50
thermometers, complex to use. It is like a satellite
watching hearth with a 100km x 100km definition.

How this could be with IoT at Scale providing a
100m x 100m definition, thanks to $3 connected
thermometers ?

- It could predict any pandemic movements.
- Gives immediate results even before test.
- It could give transparency all over the world.
- Allow to confine small area instead of whole

countries.
- It could protect the personal data more than the

existing solutions.
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67IoT for public led 
problem to service
Public lights are fails and detection is usually made
manually on regular basis.
- It has a detection cost
- It implies a bad quality of service

Connected lights can reduce the detection cost,
allow to get an immediate detection and
maintenance offering a high quality of service.

But it is also an opportunity to transform this kind
of maintenance as a service, being able to do
predictive maintenance.

It’s also an opportunity to change the way the city
lights are managed and to save a lot of energy with
a higher service level for the citizens.

Connecting a light today is less than $2 hardware.
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68IoT for safer mobility

Capture
driving

data

Compute
Driving
quality

Propose
driving
advices

Improve
driving

behavior

Reduce
Accident

risk

Reduce 
insurance 

cost

Massive data
aggregation

Improve 
insurance 
revenue
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Internet 2004
800.000.000

Internet 2014
3.000.000.000 Mobile 2006

2.600.000.000

Mobile 2016
7.400.000.000

IoT 2015
6.000.000.000

IoT 2025
27.000.000.000IoT makes 

technologies 
reaching a new scale

Family scale

Humanity scale

Things scale
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IoT at scale
What makes the difference and innovation
with IoT is the ability to make it at
scale. The ability to deploy millions of
devices in the field.

IN FIELD COST TENDING TO ZERO

ULTRA-LOW-COST DEVICES
In 2020 we reached under $1 IoT devices 
firs condition to support at scale 
deployment

The second condition to support at scale 
deployments.

1
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71IoT as the source of physical world AI

AI main domains of implementation is digital world 
(images, video,  sounds, voice, social network, books …)
The AI capabilities in the physical world is huge (car driving, 
industrial maintenance, pollution, energy consumption 
reduction, climate prediction, health & pandemic… )

Currently, physical world AI is limited by the small number 
of data we have for training the neuronal networks. 
IoT, by massively gathering physical world data is enabling 
new AI capabilities.

IoT CAPTURES THE 
ENVIRONMENTAL 

DATA
DATA FEED THE AI.
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LEARNING AT THIS STEP
Let’s make a short break

IoT is transforming a 
market

Making things communicating, 
automate reporting is not enough

It allows to get data 
from Things anywhere

It gives the solution provider to grab 
data from any of the things at scale

IoT scale is Things 
scale

IoT revolution will make sense at scale, 
therefore the most important things for a 

breakthrough is the solution TCO per Things

Author – Paul Pinault / Disk91.com
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IoT have multiple faces for 
addressing all the Thing’s 
contexts.

New networks made IoT to 
come alive.
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- 1 day to 1-week 
autonomy

- Small
- Not expensive
- Subscription challenge

Wearable –
human data 
capture

- Get benefit of the 
human 
smartphone

- 5m coverage
- Free  large 

bandwidth*

- Focus on user 
experience

- Belongs on 
personal data

* This perspective is a market size limiter…

Au
th

or
 –

Pa
ul

 P
in

au
lt 

/ D
isk

91
.c

om



75

Wearables
Network characteristics for

BLUETOOTH

For customers with a 
smartphone AND data.

This is basically limiting the 
target population

Target Geeks

CELULAR 
TECHNOLOGIES

Enable access for all with a 
constraints on 

communication costs

Reduce autonomy

Target elderly, non geeks
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- 6-month to 2 years 
autonomy

- Small & Design
- Not expensive
- Subscription against 

savings

Smart home –
control, save, 
protect

- Get benefit of 
the home 
Internet access

- Home wide 
coverage 
(300m)

- Focus on user 
experience

- Belongs on 
personal data

- Smart home is 
not home 
automation
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Smart Home
Network characteristics for

ZIGBEE

With a gateway 
connected to home 

Internet

Low energy 
communication 

solution including 
mesh capabilities

WiFi

Already existing 
every-where with 

coverage limitation.

Configuration is 
complex

LoRa

With a gateway 
connected to home 

Internet

Low energy 
communication 

solution with large 
coverage

Bluetooth

With a gateway 
connected to home 

Internet

Mesh or long range 
for smart home.
Easy to connect 

with smartphone
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- 5-years to 30 years 
autonomy

- No maintenance

Smart city –
optimize, 
greenify…

- Low cost
- Small 

bandwidth
- City wide 

network (10 -
100km)

- High level of 
insight

- Massive data 
processing

- Money/Energy 
saving oriented

- Subscription
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Smart Cities
Network characteristics for

LoRaWan

Low power network 
easy to deploy city-

wide as private.

Easy to share between 
multiple project.

Flat cost

Sigfox

Public World-Wide 
Low power 

network already 
covering cities.

No deployment and 
maintenance cost 
but subscription

Ultra low-cost 
devices

4G

Existing technology 
is most of the cities, 
allows large traffic 

but energy 
consuming.

LTE-M and NB-IoT 
low power but still 

limited

5G

To be technology 
coming with 

valuable power 
efficient solution 

with large 
bandwidth 

compared to 0G.

Subscription based

0G

MESHED NETWORK
City wide meshed network like Amazon Sidewalk are promising for B2C and 
could be used for Smart Cities
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- 1-years to 30 years 
autonomy

- Reduced maintenance

Industrial IoT –
reduce costs, 
improve quality, 
secure investments

- Take benefit of 
existing 
networks 
(M2M)

- Autonomous in 
private network 
(or public)

- Difficulty on multi-
tenant added value.

- Massive data 
processing

- Money/Energy 
saving/Risk 
reduction oriented

Au
th

or
 –

Pa
ul

 P
in

au
lt 

/ D
isk

91
.c

om



81

Industrial IoT
Network characteristics for

ETHERNET

Old M2M technology 
already in place.

Reliable and secured 
but costly for massive 

deployment

Reduced 
maintenance, not 

mobile

WiFi

Already in most of 
factories and 
warehouse

Configuration is 
complex

Reduced autonomy

LoRaWAN

Allows to deploy 
private network at 

low cost.

Industrial site 
coverage with 1-3 

gateways only. 
Reduced 

maintenance

Long Autonomy

Sigfox

No investment, 
public network can 
be extended locally.

No maintenance 
cost, subscription 

cost.

Long Autonomy
Ultra low-cost 

devices
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IoT / IoT4i / IIoT
A bit of vocabulary
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10.000+

Sensors
10.000+   

Data
Similarity  

Frequency
LowIo

T
Io

T4
i

Locations
100+

Sensors
1000+   

DataFrequency
Low Variety  

IIo
T Locations

100+
Sensors
10.000+   

DataFrequency
High Variety  
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IoT / IoT4i / IIoT
A bit of vocabulary
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10.000+

Sensors
10.000+   

Data
Similarity  

Frequency
LowIo

T
Io

T4
i

Locations
100+

Sensors
1000+   

DataFrequency
Low Variety  

IIo
T Locations

100+
Sensors
10.000+   

DataFrequency
High Variety  

Device Management

Volume
Velocite

BIG
DATA
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…

IoT
Thouthands of 
devices, in many
locations, delivering
homogeneous data 
at a low rate

Device Management

Data Ingestion

Data Contextualization

Device Right Management

Critical capabilities Time seriesTime series

IT integration

Big-Data Ingestion

Data Transformation

Low-Code No-Code

Critical capabilitiesTime series

IIoT
Thouthands of 
sensors, in a single 
location, delivering 
heterogeneous data 
at high rate

IIoT vs IoT

Product series
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Both IIoT and IoT4i works together

Time series

IT integration

Big-Data 
Ingestion

Data 
Transformation

Low-Code No-
Code

Critical capabilities

Product series

INDUSTRIAL IOT (IIoT)

0

1

1

1

0

1

1

1

0

1

0

1

1

1

0

1

0

1

0
IOT FOR INDUSTRY

Environmental 
and additional  

Data

Device
Management

Data Ingestion

Data 
Contextualization

Device right 
management

Critical capabilities

Time series

Control loop / autonomous factory

Time series
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A corporate software team 
can manage a POC phase, 
even with a reduced 
hardware experience with 
the listed technology. 
They mostly need to get fun 
with a such project and to 
have a Hacker mindset. 

Having the internal IS team 
conducting the POC is best. 
But they need to stop after 
and let experts (hardware 
team) conduct the rest of the 
phases.
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POT – INDUS PHASES
Device technologies

POT and INDUS phase are requiring expertise and a complex 
work of engineering. If your business is IoT solution, you 
need to have this team. If IoT is just a solution for improving 
your regular business, you can rely on an external team. 
Make sure your have real expert of IoT and not simply a 

standard electronic design house. IoT is not M2M, there are 
power consumption, network expertise and IT integration 
requiring specific knowledge and experience to be 
successful.  

A PLACE OF 
EXPERTIZE

Author – Paul Pinault / Disk91.com
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POT – INDUS PHASES - Technologies
Device technologies

IoT Brain is usually a Micro-controller: a single chip 
containing all what a complete computer have: CPU, 
memory, storage, I/O ports. 
The power of the MCU can exactly fit your device needs and 
cost only what is needed. Price starts from $0.10 and is 

usually around $2-$4. 
Therefore an electronic design is dedicated to only 1 specific 
use: each of the components are selected to fit exactly the 
specific device needs. It reduces the final device cost.

MCU
LIKE A COMPUTER 
IN A SINGLE CHIP

Author – Paul Pinault / Disk91.com
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POT – INDUS PHASES - Technologies
Device technologies

Second critical component of an IoT device, the 
communication circuit. It can be:
- a module, all in one solution, including communication 

protocol, easy to use, already certified but more 
expensive ( $3-$15 )

- A SiP or SoC, they are module made a different ways, 

more compact but equivalent.
- A transceiver, this is the low-level radio component, the 

unit price can be from $0,1 to $2 but you need a larger 
investment for the associated engineering.

COMMUNICATION 
MODULE/CIRCUIT

Author – Paul Pinault / Disk91.com
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POT – INDUS PHASES – Technologies 
Device technologies

There are sensors available to get most of the 
environmental data. Each sensor capture one data. 
Sometime 2 or 3 when they are related. 
Each sensor is a dedicated circuit with different 
characteristics in terms of precision, power consumption, 

price.
Sensors can be the main cause of end-device cost, this 
domain is also moving fast with edge computing and IA 
inside the sensors. 

SENSORS
WHAT YOUR 

DEVICE HAS BEEN 
DESIGNED FOR !

Author – Paul Pinault / Disk91.com
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ULTRA LOW-COST (available)

Ability to make devices for a 
final price of $1 - $2. This is 
the enabler of IoT at scale 
with fleets of devices over 
1M.

ULTRA LOW-POWER (to be)

Ability to make devices 
powered by the 
radiofrequency available 
locally. Consuming only 
picowatt, without chemistry. 

EDGE COMPUTING AND 
NEURAL NETWORK (available)

More and more sensors 
includes neural networks. 
Optimized algorithm for IoT 
exists.
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LEARNING AT THIS STEP
Let’s make a short break

An IS team can 
manage an IoT POC

Thanks to the use of common 
technologies and existing products 

available on the market

POT and INDUS 
require expertise

Something you can avoid by using 
product already existing on the 

market. Otherwise, build your team or 
find IoT contractors

IoT device is an 
optimized solution

IoT design is a good design when it perfectly fit 
with the expected behavior. It means it is 

dedicated to that specific use-case.

Author – Paul Pinault / Disk91.com
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For human attached IoT
Communication technologies

Bluetooth is equipping all modern smartphone and devices 
can use the Smartphone connections to reach Internet. That 
way the communication cost seems to be free for the 
consumers.
Bluetooth can also be used for Smart Home and Smart 

Building with long range version of thanks to meshed 
networks.
You need to know Bluetooth background communications 
with smartphone is complex to make working and diversity 
of smartphone is a big issue for Bluetooth IoT designs.

LOW POWER 
SHORT RANGE 

COMMUNICATION

Frequency: 2.4 -GHz
Tx power: 8dBm / 10mW
Pic current: 16,5mA
Coverage: 15m-30m
Throughput: 1Mb
Chip price: 1.5€ - 3.5€ 
Duty Cycle : 100%

Rq: v5 can go to 100mW / 
300m outdoor Au
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For home automation
Communication technologies

Zigbee and its competitor Z-Wave has been leader in smart 
home domain. They are not integrated into smartphone and 
need to have a Gateway to propagate the data to Internet 
and the central servers. This extra cost limit the application 
domains, mostly to smart home. Industrial domains also 

makes sense.
Zigbee also supports Meshed networks to extends the 
coverage.
Zigbee technical name : 802.15.4

LOW POWER 
SHORT RANGE 

COMMUNICATION

Frequency: 2.4 -GHz
Tx power: 0dBm / 1mW
Pic current: 23 mA
Coverage: 100m / 30m
Throughput: 250KBps
Chip price: 5€
Duty Cycle : 100%

Rq: 100mW version exists 
for larger coverage Au
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For home & Industry big devices
Communication technologies

WiFi have the advantage to be well deployed at Home and 
in the Industries & services. It have different negative points 
limiting its usage for IoT.
- The setup complexity 
- The pic consumption over 100mA impacting the battery 

choice.
- The power consumption requiring large battery charge 

and short autonomy. 
- WiFi requires a local gateway (access point), to 

communicate to Internet where the backend servers are.

HIGH-POWER 
SHORT-RANGE 

COMMUNICATION

Frequency: 2.4 –GHz (5GHz)

Tx power: 20dBm / 100mW
Pic current: 300 mA
Coverage: 30m
Throughput: 11Mbps (IoT)
Chip price: 1,5€
Duty Cycle : 100%

Rq: 802.11ah (HaLow) has 
been designed for IoT and 
operate sub-giga. But it is 
not really deployed yet.

Author – Paul Pinault / Disk91.com
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For any low speed IoT context
Communication technologies

LoRa is a point to point radio communication solution 
allowing wide range coverage.  Indoor application, device to 
device are offering around 500m coverage when outdoor 
usage will reach 10km to 15km. LoRa needs to be connected 
to a gateway to access Internet and backend service. 

LoRa is used in different smart home solutions, speed, 
bandwidth, power consumption can be adapted regarding 
the use-cases. 
We see some meshed implementation of LoRa rising, 
allowing to cover cities with crowed sourced network.

LOW-POWER,
WIDE-RANGE 

COMMUNICATION

Frequency: 868Mhz
915MHz
2.4GHz

Tx power: 14dBm / 25mW
20dBm / 100mW

Pic current: 30mA / 120mA
Coverage: 500m - 10km
Throughput: 5,6Kbps
Chip price: 2€
Duty Cycle: 1%-100%

Author – Paul Pinault / Disk91.com
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Point to point IoT 
communications 
architectures

All the previously seen 
technologies are not 
TCP/IP based and able to 
communicate on Internet.

So we have some common 
architecture related to 
these technologies where 
a locally deployed 
gateway allow to translate 
the communications to 
TCP/IP to interact with the 
solution platform.

TCP/IP

TCP/IP

Private local 
gateway

TCP/IP

Meshed
network
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For autonomous short autonomy IoT
Communication technologies

Technologies from 3GPP consortium are common when you 
have externally powered device or the ability to recharge 
the device on regular basis. 
This technology allows large amount of data transfer with a 
global worldwide coverage. There is no usage restriction 
basically.

The most complex part is to manage the subscription and 
the SIM or eSIM card with NVNO, Multi-operators, dynamic 
subscription…
For IoT design, battery cost and module cost will impact the 
business model with limited value creation.

HIGH POWER
HIGH SPEED

LONG RANGE 
COMMUNICATION

Frequency: 700MHz –
3.7GHz

Tx power: 
2G: 33dBm / 2W
4G: 43dBm / 20W

3G/4G EU: 24dBm / 0.25W
Pic current: 250mA-2,5A
Coverage: 5km – 100km
Throughput: 1Gb
Chip price: 3€ - 20€ 
Duty Cycle: 100%GSM UMTS LTE

Author – Paul Pinault / Disk91.com
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For autonomous static IoT with IP
Communication technologies

LTE-M is a low power solution for LTE technologies. It has 
been added in the 4G and it will be improved in the coming 
5G. 
Basically it allows a device to deep-sleep for a long period of 
time, then resume quickly on the network for short 
communications. It works well until the device move out 

from the network cell. 
LTE-M can be deployed where 4G is, not all country 
currently support it but it the easier to find worldwide. 
Fallback to 4G/3G is recommended. Expected energy 
savings are uncertain.

“LOW” POWER
HIGH SPEED

LONG RANGE 
COMMUNICATION

Frequency: 700MHz –
2.6GHz

Tx power: 23dBm / 0.20W
Pic current: 250mA
Coverage: 5km
Throughput: 4Mb
Chip price: 10€ 
Duty Cycle : 100%

CAT-M0 / CAT-M1 / CAT-M2

Author – Paul Pinault / Disk91.com
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Sim cards are required 
to authenticate the 
device on the network 
and allow 
communication.

Sim card belongs to 
one network operator
1 operator = 1 sim

OMII*#2'8*,4*7+F*
%)#3*)&(924($%)($,4
Sim and subscriptions 
management create a 
certain complexity 

You need multiple if you 
want to support local 
communication instead 
of roaming.
This is possible with 
eSIM and the ability to 
upload new SIM from a 
“technical” operator.

You can also use MVNO 
(Mobile Virtual Network 
Operator) managing the 
roaming negotiation for 
you and proposing 
global SIM. 
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3GPP classical solutions 
are IP based

The device can directly 
communicate over TCP/IP. 
IoT subscription will 
sometime require a public 
IP attribution for a direct 
communication with the 
device.
These technical solution 
also simplify device-to-
device communication 
and massive downlink.

TCP/IP

TCP/IP

Telecom Operator 
Network

N
et

w
or

k 
se

rv
er

Telecom Operator 
Network

Roaming

TCP/IP
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LPWAN - 3GPP Low Power
Communication technologies

NB-IoT is a low power solution for LTE technologies. It has 
been added in the 4G and it will be improved in the coming 
5G. 
NB-IoT is different than LTE technologies and simplify it. This 
allows to have simplified hardware with a lower cost and 

lower power consumption. The number of NB-IoT networks, 
worldwide, is still low but this is really promising. The main 
issue is the roaming between operators for devices moving 
out of the operator coverage.
Coverage is directly related to 4G coverage. A sim is needed.

LOW POWER
MEDIUM SPEED

LONG RANGE 
COMMUNICATION

Frequency: 800MHz –
1.8GHz

Tx power: 23dBm / 0.20W
Pic current: 250mA
Coverage: 10km
Throughput: 160Kb
Chip price: 5€ 
Duty Cycle : 100%

CAT-NB1 / CAT-NB2

Author – Paul Pinault / Disk91.com
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LPWAN – For deep IoT
Communication technologies

Last technology rising on the LPWAN area, Wize has been 
pushed by Suez and GRDF to support the water and gaz
counters telemetry. For this reason a particular attention 
has been made on communication encryption. The 169MHz 
choice made this network really fitting with deep indoor 

communication. The coverage is limited to France, Spain, 
Portugal, Italie, UK, Moroco, Algeria but the real coverage 
out of main cities is currently unclear.
The technology is new, the ecosystem still limited, this could 
be promizing for smart city & smart building. 

LOW POWER
LOW SPEED

LONG RANGE
SECURED 

COMMUNICATION

Frequency: 169MHz
Tx power: 27dBm / 0.5W
Pic current: 500mA
Coverage: 50km
Throughput: 2.4-6.4Kbps
Chip price: 5€ 
Duty Cycle : 10%

Author – Paul Pinault / Disk91.com
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LPWAN – Private IoT networks
Communication technologies

LoRaWAN is a network implementation of LoRa technology. 
It can be used with public and private networks. 
Public(nation wide) deployments are really limited over the 
world and the main use concerns private deployment. The 
network cost is low ( gateways starts at 70€ ). Some 
crowdsourced networks like TTN or Helium also complete 

the public offering. France have 2 LoRaWan public networks 
with nationwide coverage. This is an exception.

It is the only LPWAN you can use without a subscription 
business mode. The complex software stack requires a 
strong MCU.

LOW POWER
LOW SPEED

LONG RANGE 
COMMUNICATION

Frequency: 868Mhz
915MHz
2.4GHz

Tx power: 14dBm / 25mW
20dBm / 100mW

Pic current: 30mA / 120mA
Coverage: 10km
Throughput: 5,6Kbps
Chip price: 5€
Duty Cycle : 1%

Author – Paul Pinault / Disk91.com
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LPWAN – Global worldwide network
Communication technologies

Sigfox is a radio technology (UNB) and a public network 
operator operating a SDR radio network. 
The asymmetry of the technology allows and long-range 
performance for simple transceiver. 
This is the first technology to enable the Ultra Low Cost IoT 

(finished devices under $1)
The key differentiator of Sigfox is being the only one 
worldwide network operator. Sigfox is a single network with 
a single network server.
Sigfox is a French company. 

LOW POWER
LOW SPEED

LONG RANGE 
COMMUNICATION

Frequency: 868Mhz
915MHz

Tx power: 14dBm / 25mW
20dBm / 100mW

Pic current: 30mA / 120mA
Coverage: 40km
Throughput: 100/600bps
Chip price: 0.2€ - 4€
Duty Cycle : 1%

Author – Paul Pinault / Disk91.com
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Technologies
Are NOT in 
competition

They are addressing different use-case,
with different total cost approach
related to speed and power
consumption.

High End
Devices

Low cost
Devices

High Speed
Devices

Low Speed
Devices

NB-IoT

FOTA, Picture, Audio, 
HF monitoring

Battery, energy 
harvesting

LTE-M

FOTA, Video, Voice, 
Realtime data, IP based

Power source, energy 
harvesting, rechargeable 

batteries…

Sigfox & LoRaWan

Monitoring, Tracking

Battery, energy 
harvesting

SigfoxLower $1
Devices
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7$">,P
;,K)C)4
Low-cost devices

More than the 
technical difference 
to serve a specific 
use-case we can 
generally tweek, the 
choice is related to 
the targeted 
deployment 
scope and model.

SIGFOX

Deployed objects in one  common area

City

Country

2000

LoRaWan
Public

LoRaWan
Private / crowdsourced

World
Mix of solutions LPWAN and Others (3G+4G)
Or Satellite solutions Kineis /  Lacuna Space

https://www.disk91.com/2019/news/lpwan/lpwan-is-not-red-ocean-market/
Author – Paul Pinault / Disk91.com

LoRaWan
crowdsourced

https://www.disk91.com/2019/news/lpwan/lpwan-is-not-red-ocean-market/
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NB-IoT, Wize, LoRaWAN, 
SIGFOX are the key 
player of the IoT 
revolution

-928*)#2*(92*

LPWAn
;ow-Iower

Cide Area

Letworks

Long autonomy
(in years)

Low-Power
Transmission

Long-Range
(wide area)

Low cost networks
(1 country deployed costs the 

price of 1 big city with 4G)

Low cost 
subscriptions

= =
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To connect all kind of existing 
things, you need to:
- Break the device cost
- Break the communication 

costs
- Allow years of autonomy 

w/o maintenance

;IC!L*)#2*
24)R'$4"*(92*S+,-*
)(*6%)'2T
IoT at scale is the ability to deploy and manage large fleets of 
devices, over millions with a viable business model

- Eliminate user setup
- Reduce the battery 

size
- Break boundaries
- Cover the world
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LPWAN have a common 
architecture

The devices messages are 
captured by multiple 
antennas around.

The antennas forward the 
messages to a network 
server owned by the 
network operator (private 
or public)

Then the network server 
transfers the payload to 
the custom backend, 
eventually, roam it to 
another network server.

TCP/IP

Network ServerAntenna network

TCP/IP
Fiber

Network ServerAntenna network

TCP/IP
Fiber

ROAMING 
(limited)
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IoT everywhere with satellites
Communication technologies

Multiple IoT operators are looking to the sky to provide a 
global coverage, particularly on ocean and desertic zones. 
With a fleet of 15-20 satellites you can cover the world with 
a communication capability every 10 - 15 minutes for the 
devices. For Sigfox the objective is to propose device able to 
communicate with satellite and terrestrial network, all in 

one. Lacuna and Kineis are satellite only. 
The challenge is the synchronization with sats.
Compared to Facebook, Google, Musk project requiring 
advanced transceiver, the IoT solution are really simple and 
use simple, not motorized, antennas. 

GLOBAL COVERAGE
LOW POWER

COMMUNICATION

(LoRaWan)

(Argos)

Author – Paul Pinault / Disk91.com
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Satellites for global coverage
Communication technologies

Kineis is the currently most advanced satellite fleet 
deployed. It relies on Argos / CNES satellites and his soon 
launching 25 new satellites to propose a revisit time around 
15 minutes. It already propose a global coverage with an 
average revisit time of 1.5 hour in 2021.

See also  -
https://www.disk91.com/2021/technology/internet-of-
things-technology/satellites-iot-is-now-ready-for-use-with-
kineis/

LOW POWER
LOW SPEED

GLOBAL
COMMUNICATION

Frequency: 399Mhz-
401MHz Worldwide
Tx power: 100mW 20dBm

2W – 33dBm
Coverage: Global
Throughput: 200bps –
4.8kbps
Chip price: 15-30€
Duty Cycle : 1.6%

Author – Paul Pinault / Disk91.com
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Satellites for global coverage
Communication technologies

Astrocast is getting benefit of the Thuraya constellation and 
a bidirectional protocol allowing to make sure the frame are 
transmitted. The sat pass synchronization use a signal 
received from sats allowing low power mode and 
communications at the right time. The communications rate 
will be 15 minutes once the full fleet will be deployed. 
About 100 LEO satellite by 2025.

See also  -
https://www.disk91.com/2022/technology/internet-of-
things-technology/astrocast-another-route-to-the-space-
iot/

LOW POWER
LOW SPEED

GLOBAL

Frequency: 1.5Ghz-1.6GHz 
EU, Africa, Asia
Tx power: 25mW 14dBm
Coverage: EU, AF, ASIA
Throughput: 400bps

Author – Paul Pinault / Disk91.com































































https://www.youtube.com/watch?v=uhyM-bhzFsI










https://github.com/OWASP/IoT-Security-Verification-Standard-ISVS




https://forum.digikey.com/t/a-basic-introduction-to-ble-4-x-security/12501
https://forum.digikey.com/t/a-basic-introduction-to-ble-4-x-security/12501




https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-121r2-upd1.pdf








https://docdb.cept.org/download/25c41779-cd6e/Rec7003e.pdf


https://www.ofcom.org.uk/__data/assets/pdf_file/0028/84970/ir-2030.pdf









































































































































