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What do you think
loT is ?

BE————— —— ~ \
> :
.t 1 3 x-\'

“F ORMA TION

N

Author — Paul Pinault / Disk91.com



Is loT...

Useless loT ?

\

o o °
COUNT EGGS TOOTHBRUSH FRIDGE FEEDING BOTTLE
Know on your Make tooth wash a Make your fridge Measure que
smartphone the game for children, doing shopping for quantity of milk
number of eggs you even if exposing you your baby has
still have in your fridge your smartphone to drunk
the worst

conditions
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LINKY CAMERA 5G CAR

Supposed to emit
terrible radio waves,
Spy on you

Identify you, spy on
you, source of the
largest ddos attack
on Internet
infrastructures

Supposed to emit radio
waves that can kill us all
shortly, activating nano-
particles injected with
covid vaccines...

Car could be
controlled remotely
by a third party.
Could be stolen
with digital
intrusion.
Manufacturer could
disable features,
use remotely
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Is loT...

Saving life ?

LI GYROSCOPE

ACCELEROMETRE

CAPTEUR SOLAIRE
MENOMRE INTERNE
(@0 6w codume)

r - .1 BLUETOOTH LOW ENERGY

DETECTEUR DWMPACTS

BALANCE

Measures the increase

in weight sign of a
near cardiovascular

risk in certain diseases

GLASS

Make sure that the
elderly drink
enough water and
do not become
dehydrated

VEHICLE

Understand your
driver behavior and
provide advice to
improve your
driving safety

L
EMERGENCY
CALL

Emergency call for
elderly in the event
of a fall
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loT is a revolution
changing the way

industries are going to
execute their processes

— \ A —

‘l\

-\.

Y 17 SFORMATION

Author — Paul Pinault / Disk91.com




élﬁ%ma%gﬂﬁ 64 aps -Le temps qu'a mis ['invention
pour étre a disposition de ['équivalent 1/4 de la population
E' .« s
46 ans LS \\\é{
i Te};snhocng > Maanét
g J4 ans
Micro-ondes -
Télévision 30 ans

_ 26 ans '-
Radio . =
22 ans — Micro-
i Ir
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w
Intarneat
7 ans

1873 1876 1866 1903 1906 1926 1952 1953 1975 1983 1991
Quolquc: Invontlons et leur dlffu:lon

Vitesse de d;ffusron d'une invention au quart de la population des Etats-Unis
«Aucune génération avant nous, peut-étre aucune aprés nous, n'aura vu, de ses yeux vu, autant de bouleversements, enregistré autant
d’innovations. » JEAN BOISSONNAT, Rendez-vous avec l'histoire, 1994.
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SIMPLE USER INTERFACE COMPLEX USER INTERFACE

n the past 20
years the
digitalization has
transformed our
world but it has
made it really
more complex.
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Male European Union - 2016 Female , ,Abo Ut 60% Of

) European
{7 75 population has to
learn computers /
J smartphone /
Internet after
53 school age ( > 20
b how W ok E AL E W & oa year old)

165 - 69
Population (in millions) Age Group Population (in millions)

60 - 64
155 -59
50 - 54
45 - 49
40 - 44

il -
30 - 34
25'29
20 - 24
115 -19
10 - 14
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20%

{o5 - 05
B / smartphone in
50 - 54

their professional
B life

Male European Union - 2016 Female , 1"051: Of these
people never had
75 to use a computer
e
1(5):;4

I

20 16 12 8 < 0 0 < 8 12 16 20

Population (in millions) Age Group Population (in millions)
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,’)ur ability in

Helium deployment density

Planet watch adoption

' (French project)

France to adopt
change and
technology is
lower than others
European around
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OWNERSHIP OF CRYPTOCURRENCIES

PERCENTAGE OF
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,’)ur ability in

France to adopt
change and
technology is
lower than others
European around



The different phases of the Digital transformation

Industrial processes transformation takes time

1994-1998 2012- 2015

Minitel 1980 - 2000

QA http 1989

amazon

The early digital

ﬁ
e

Digital native disrupters Mass industry transformation

New actors take advantages of the

Traditional actors are switching from a use of the technology for making a
technology to create a totally

traditional business towards a way of doing business differently with
these technologies.

different way for doing business and
to scale fast

I Business model transformation '

20 years to get the point > 10 more year for being transformed
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THETHINGS  Sidewalk

embrace a transformation ! |
quicker than the others

france telecc

[free

DIGITAL / loT Pre-existing | Disrupter ii Transformation | Next step
Transformation are Zuchan : : '?}}‘,-ﬁ'g?;‘ §
ways to make Caslne o || amazon chronodrive | amazon
existing business in a laRedoute ! R i Cdiscount .~ Sidewalk
totally different way erdseippaliny i I 5
Customer change o 3
management takes = [15'0]
time ii ii Alb : EI . Google Cloud i
i i1 Alibaba Clou I
Traditional business
transformation takes 1 1 m :
longer time Boﬂm ,
GSE?\%EIEE ii ii Banque ' Pay i
Winners are the one able V’SA - $ i 5
HTSS5LA SsPAace>x) i
to use the technology to ¥ i !
:s |ET0 BYOU | @8 amazon

@ helium
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Industrial processes transformation takes time

2003 - 2005 2014 - 2015 2025 - 2030

1 loT pioneers

The early loT (M2M) ~ loT Native Disrupters Mass industry transformation

New actors take advantages of the Traditional actors are switching from a use
technology to create a totally of the technology for making a traditional

different way for doing business and business towards a way of doing business
to scale fast differently with these technologies.

l Business model transformation '
: > 10 more year for being
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loT is one of the next
“digital transformation”

It basically create a new opportunity to transform
the industrial processes by issuing new data from
the real world. It transforms the relationship
between providers, customers and products.

o V 4

DECISION
TAKEN FROM
NEVER SEEN,
MASSIVE DATA

loT Data will fulfill a
new set of |A to pilot
industrial processes,
sustainability ...

DATA GENERATION
FROM RAW
MATERIAL TO
FINISHED PRODUCT
END OF LIFE

Industrial processes get benefit of
seamless data access from any
stage of the product and its
components

\

\
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FROM PRODUCT
APPROACH TO
SERVICES
ORIENTATION

Any connected product can be
a source of new value creation
in a service-oriented approach

N



Why new
technologies are so

long for being
a d 0 pted ? Any new technology = The whole society is We have to fight

is a strong change changing with new against large

for each of the ways of work, new challenge changing
individuals. The rate way of interacting, our 100 year old

of change is going new ways of making model about climate,
faster since the last politics. world governance

20 years. and equilibrium
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VISIBILITY

Peak of Inflated Expectations

Plateau of Productivity

Slope of Enlightenment

Trough of Disillusionment

Technology Trigger TIME

EARLY MARKET THE CHASM MAINSTREAM MARKET

CONSERVATIVES

TECH ENTHUSIASTS

EARLY EARLY LATE
'NN(;‘;":/T ORS ADOPTERS MAJORITY MAJORITY LAG;{;RDS
S0 13.5% 34% 34% 2

Adoption follows
the hype cycle
pattern, related to
the ability of
humans to
embrace change
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Recent technologies to be adopted

In the past 20 years

2000 2005 2008 2010 c
@ @ @ @ @ 8
. Big Data o
M°b'|.e phf”_‘e Smartphone Social Networks  Online banking
Email, WiFi GPS, Youtube  Amazon for mass Blockchain °
Internet / Adsl 3G, Booking Tablets E
2012 2013 2014 2016 =
@ @ @ @ @ é"jf
Digital Transformation 4G Netflix Mobile payment '5
Drive-shopping Uber Apple car / loT rise =
Tax online d.eclaration bz Ty o Android Auto Linky <
(massive)
2017 2019 2020 2021
@ L @ L @
15t Bitcoin Peak 5G Remote Work Uber eat
IA for mass Electric Vehicle Video conference Electronic
Ransomware for mass for mass For all Shortage



It has some consequences

Schizophrenic society

LCI @ @LCI - 05/07/2020 ——
Eric Piolle (EELV) moque la #5G, une technologie @ i

"qui sert a regarder du porno dans |'ascenseur en A
HD" bit.ly/38qYvnt ¥ ¥ Plus de monde sur le terrain que

-

sur 'autoroute... #Marseille #FRAGER
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21:43 - 15/06/2021 - Twitter Media Stud

13 Retweets 116 Tweets cités 100 J'aime
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It has some consequences

Crazy consequences

Nombre de souveaus cas @9 cancers aliribuables aux factewrs Ma au made @ vie of & Nenviroroement cheg les adulbes
de 30 ans of ples, France, 2015
Nombre de cancers

40 000
Taoepure
Taboc » row
B Pt
Nooot
Almentation B Frues <2000/ N Pores <1597  lYunde raratormde

B e rouge » 3000/ sem [ Logumes < 30007) I <1 pertans tapey)

B Tosomavra B MeScodacter pysort sipatine C
B Vs (panen Barr 0 patre B B vina merpes Seman B

Sayorrersent soisre Bl Cabines de Dronrage

B S0 B Radatom médcaies (Gegrovoguen )

¥ Tratomant 3¢ a3 mércoeLae B Contraceptity orpen*
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23
It has some consequences

But nothing really new

Lien entre l'utilisation des téléphones mobiles et les tumeurs o

cérébrales Cancer du cerveau : les téléphones portables disculpés
l le légiSlaturc Lise Loumé
® Lecture 4 min. H Quastion de ia semal
t-on en jetant dans i
. - . < A une pebure de frust ?
QlleSthll écrite n°® 05599 de M. Emmanuel Hamel ’(Rhone - RPR) Une vaste étude rapporte que ces trente derniéres années, l'usage :
¥ ; croissant du téléphone portable n'a pas entrainé une augmentation du B - astrenasts afeman
ubliée dans le JO Sénat du 22/01/1998 - page 204 "
P nombre de cancers du cerveau en Australie. B

M. Emmanuel Hamel attire I'attention de M. le secrétaire d'Etat & la santé sur l'information parue 4 la page 13 du quotidien Le
Figaro du 5 janvier dernier selon laquelle " une étude australienne >...> fait état d'une augmentation des tumeurs du cerveau ".
D'aprés un médecin australien " cette augmentation de 50 % observée chez les hommes et de 62,5 % chez les femmes depuis 1982
pourrait étre liée au développement du téléphone mobile au cours de cette décennie ". Il lui demande quelle est sa réaction face &

see et Time for science to conduct
Réponse du ministére : Santé StUdies and get d Clear reSUIt.

publiée dans le JO Sénat du 12/11/1998 - page 3655 o . o

Réponse. - Le docteur Davidson de I'hdpital de Fremantle a publié une étude, il y a quelques mois, dans le Medical Journal of Even If the orlgl nal res ponse
Australia, mettant en paralléle, d'une part, une augmentation de la fréquence des cancers du cerveau en Australie durant la période

1982-1992, de 50 % chez I'homme et de 62,5 % chez la femme et, d'autre part, une augmentation du nombre de téléphones . . .

portables dans ce pays durant la méme période, sans toutefois prétendre établir de relation entre ces événements. Cette étude est gave the fl nal d I rectlon

critiquable sur le plan méthodologique, notamment en raison de I'absence de prise en compte du type de tumeurs, dont certaines °

sont en relation avec l'augmentation de la durée de vie ou surviennent chez le trés jeune enfant. De plus, aucune information

concernant les caractéristiques des téléphones mobiles utilisés en Australic (dont les standards sont différents des réscaux frangais)

n'est donnée. Par ailleurs, lorsqu'un agent physique ou chimique exerce un effet cancérigéne, on observe constamment un délai de

l'ordre de dix a trente ans entre I'exposition et I'apparition d'une tumeur. Si un lien existait entre l'utilisation des téléphones mobiles . . .

et les cancers du cerveau, un accroissement sensible de ces cancers ne devrait pas étre observé avant une dizaine d'années au Du rl ng that tl me It has been
minimum. En France, durant la période 1985-1995, le taux de survenue de d par cancers primitifs du cerveau a également

augmenté de 16,3 % chez les hommes et de 31 % chez les femmes. Une analyse fine des résultats montre que cette évolution est

liée & une augmentation de la fréquence dans les classes d'age supérieures, c'est-a-dire supérieures a soixante-quatre ans, ainsi que reco m m e nd ed to u Se

dans les classes d'dges inférieures, c'est-a-dire de moins de quatre ans. Ces populations sont peu portées naturellement a utiliser des

téléphones portables. On constate en revanche une stabililité, voire une diminution, de la fréquence des cancers du cerveau dans les Q ?
autres cla: d'dge, c'est-a-dire de cing a cinquante-cing ans, alors que ce sont précisément ces classes d'dge qui sont susceptibles h ea d p hon e . Stl I I .
d'utiliser des téléphones portables. Cependant, il est nécessaire de poursuivre I'étude épidémiologique et les recherches sur les

facteurs pouvant expliquer l'augmentation de la fréquence de tels cancers.

1998 » 2016
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It has some consequences

But nothing really new

1955

hitps/iwww.futura-sciences.com » cu Translate this page
Le four a micro-ondes est-il dangereux pour la santé ?

iays ag Ainsi le risque d'apparition de composés cancérogénes est bien plus limité

qu'avec d'autres modes de culsson, On ne peut que déconsalller les

hitps/iwww.icl.fr » Toute Iinfo » Santé - Translate this page
Le four micro-ondes est-il oui on non néfaste pour la santé - LCI

Sep 10, 2018 Aucun danger non plus de la part des ondes qui ont servi & chauffer votre plat

une fois celul-cl sorti, assure Jean-Michel Courty. “Quand I

hitps:/iwww.cchst.ca » phys_agents - Translate this page
Fours a micro-ondes et leurs dangers : Réponses SST

Les fours & micro-ondes peuvent-ils présenter des rayonnements de fuite? ... Un usage abusif,

une accumulation de poussiéres ou fMusure normale attnbuable a une

https:/iwww.medisite.fr » a-la-maison Translate this page
Micro-ondes : connaissez-vous vraiment les dangers ?

Sep 10, 2020 Vous étes également nombreux & craindre le polentiel risque de cancer : alors

que certains scientifiques craignent la formation de composés

> 2021
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loT / Digital
transformation and
Climate / Planet impact
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IT Energy:onsumption and Climate i.mpac:
IT Is requiring energy

~ Répartition sectorielle des émissions

Electricity used at home 7% - Autes
y (aspirateur, cafetiére...) dans le mond
SSIONS C( A\ COMBUSTION D'ENERGIE
|} PAUX E
Chauffage 27,6 % —
1,7 % Ventilation 100 " 4 " = Autros sectoun
- ' | - — dont tertiaire}
, 5,6 % Eclairage - s = [
0 1 24 = Résidontiel
o8& it o 4 5N o 28
7,8 % Cuisson . Transpors
« 1m
0 10 9 12 Incustne
o 4 8 5 & ot construction
12,8 % Eau chaude i
Froid 18,5 % itai | .S de o
et lavage Nan—y > 6% *27% | hom Hecticts
13,5 % Multumdédia { = ® Production
et iﬂ'of'nd(.’qUQJ s Monde Ghine  Frwstinis  LEAZR e

Source : AIE, 2017

eils consomment Y
> 2
T * 35%
EMISSIONS DE GES DE L'UE A 28 EN 2016
En %
o Congélateur
Lave-linge Agricuture H o m e
: Procedée | Industiie de Fénergie
@ Informatique naustrials
at solvants
Fer i repasser —, 10,0 IT
@ cnsemble TV-Hifi % 217 Transports
Eclairage :
ok 1,1 Industrie manufacturiérs 0 . 44%
. Cuisine ‘ &t construction
{ 134 Résidantial tertiaira
. Réfrigérateur Deéchets
O Autres
Source : ADEME b 78%

Source : AEE, 2018
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IT Energy consumption and Climate impact

wa| Not necessarily at home

Electricity used at home

Autres 6% Bilan GES Fabrication Utilisation

Smartphones 11% J iRl Terminaux Q 40% 26%

Numérique Réseau E 3%

TV Répartition de la ’ :
consommation énergétique Data =] 19%
du secteur dans le monde Centers — o
en 2017 —
44% 56%
Ordinateurs 17%

Digital energy consumption

Total
66%

Forecast
Consommation d'électricité liée aux usages
du numérique en Franceen TWh en 2015
; Real |
o ¥ | - . <

According to Forecast digital
GES should be 4% total in 2020

N
~

~800 MT Co2
WORLDWIDE

y
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IT Energy consumption and Climate impact

Mostly for construction

Making IT is 44% of GES according to previous slide source:

* Steel 10kWh / kg
 Aluminum 60 kWh / kg
« Copper 20kWh / kg
* Plastic 20kWh / kg
 Paint 30kWh / kg
*  Electronic 3.5MWh / kg ;ﬁq R

. Intel i7 about 0,3g -> 1.05kWh / processor
. Estimate total in a computer : 2g-5g -> 7kWh - 17,5kWh

Rare earths — about 2g / computer (Led Display-sound)

2000 — 15kg 2020 - 1kg

Author — Paul Pinault / Disk91.com



En kg

] EMISSIONS DE GES DES TRANSPORTS DANS L'UE A 27
2 En Mt CO, éq

Sur la base des politiques actuelles, on estime que les émissions

mondiales du transport devraient augmenter de 60 % entre 2015

et 2050, Or pour atteindre les objectifs de I'accord universel de
Paris, il faudrait que les émissions du fret baissent de 45 % et

celles du transport de passagers de 70 %.

1990 1995 2000 2005 2010 2015 2018
B Maritime et fluvial W Aérien I Ferroviaire M Autres == Routier (axe de droite)
Maritime international (axe de droite) = Aérien international (axe de droite)

1,600

1,400

1,200

1,000

800

IT Energy consumption and Climate impact

Mostly for construction

Let’s compare to car’s market

Evolution de la masse moyenne - Véhicules particuliers neufs vendus en France -
Source : carlabelling.ademe.fr/chiffrescles 2021

~@— Diesel
Essence
—— Total

1995 2000

1.17T

Equivalent to 73

computers

2005 2010 2015 2020

Année 1 . ZT

Equivalent to 1200
computers
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IT Energy consumption and Climate impact

So... where is the growth ?

™ S ITAL IMNL EYLIDYSS - b 27akle)
1) . ! N g\ | - L b= ™ 100 0"
DIGIHIAL IN EUROUPFE !-\.- FAS R b

THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND MOBILE, INTERNET, AND SOCIAL MEDIA USE

TOTAL MOBILE INTERNET ACTIVE SOCIAL ACTIVE MOBILE
POPULATION SUBSCRIPTIONS USERS MEDIA USERS SOCIAL USERS

7.676 5.112 4.388

BILLIOM - RILLION

URBA

NISANION
560"5

PENETRAL

57%
846.0 1.101 724.7 4625 393.4

MILLION BILLION MILLION MILLION MILLION
URBANISATION vs. FOPULATION PENETRATION PENETRATION PENETRATION

74% 130% 86% 35% 47 %

o - we
* Hootsuite are. |




IT Energy consumption and Climate impact

So... where is the growth ?

1.
WA I

A A IL IR . 2
"IN N [:\\ i
MININSVAAL

THE YEAR-ON-YEAR CHANGE IN KEY STATISTICAL INDICATORS

TOTAL
POPULATION

+1.1%

JAN 2018 - JAN 2019

+84 MILLION

UNIQUE
MOBILE USERS

JAN 2018 - JAN 2019

+100 MILLION

INTERNET
USERS

+9.1%

JAN 2018 - JAN 2019
+367 MILLION

ACTIVE SOCIAL
MEDIA USERS

+9.0%

JAN 2018 - JAN 2019

+288 MILLION

MOBILE SOCIAL
MEDIA USERS

+10%

JAN 2018 - JAN 2019

+297 MILLION

) < we
* Hootsuite" are,
: social




IT Energy consumption and Climate impact

But the previous technologies are 96% of

the problem

Les leviers pour agir sur son empreinte carbone

Répartition des 9,9 tonnes d'émissions en kilos équivalents CO: par habitant en France, en 2019

I Transport Habitat l c ti Dép publiq
2650kilos 2 350 kilos 1900 kilos 1600kilos kilos

1180 320
Gaz et fioul Loisirs

170
Vétements

160
Electricité

Lot ﬁuﬁ%@gﬁ 28
TR

O®, :

Inégalités Sur i

1 % 10 millions de tonnes 73,9 millions 2 ans

des Frangais les plus riches émet, par C'est la quantité de Clest le nombre d'appareils Les Francais achétent
individu, 15 fois plus de CO:z que les nourriture gaspillée en élect énag hetés enmoy un
50 % les moinsriches. Les 10 % France chaque année, en 2021 en France, smartphone tous

les plus aisés émettent 1,7 fois plus soit I'équivalent de Un record. les deux ans.

de gaz 4 effet de serre que l'ensemble 150 kilos/hab./an
du reste de la population.

Quels appareils consomment
le plus - ?

Congélateur
Lave-linge
@ Informatique
l f Fer i repasser
( @ cnsemble TV-Hifi
Eclairage
. Cuisine

. Réfrigérateur

Source : ADEME
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IT Energy consumption and Climate impact

New technologies source of waste

Total oS
| 20 863
mondial &.— 63,0

Chine I 5564,0
France § B | 4508

Bitcoin 61,8
Suisse K 1585

Gréce 25 | 56,9

Portugal (Bl : 46,9
Irlande l B 257

O® ,@ statista ¥a

2021 BTC estimate 140TWh
2022 should be around 79TWh

Estimation 3.4M ATM machine
worldwide at 2.5KWh each = 8.6TWh
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IT Energy consumption and Climate impact

But the previous technologies are 96% of
the problem

Netflix episode is 400m
equivalent car driving

AGRICULTURE
~

INDUSTRIE
]
\

TRANSFORMATION
D'ENERGIE

N
»

ny

DECHETS

-y
« ™ ‘ 1

o [
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IT Energy consumption and Climate impact

What is France theater energy consumption ?

Average 95kW for 2000 seats and 10 rooms

5000 theater’s rooms in France
About 47MW (412GWh / an)

What is Netflix global energy consumption ?

Average 400W per server (cold included)
17000 servers WW
About 6.8MW (60GWh / an)
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IT Energy consumption and Climate impact

What about TV ?

> 13000 radio emitter in France
> 200kW to 700 kW radio

La télévision par internet est le premier mode de réception de la télévision
sur le poste principal

Comme sur 'ensemble du foyer, la réception hertzienne terrestre connait une légére hausse sur le poste principal début 2018, réduisant
2015 2017 2018 I'écart la séparant de la réception par internet (de 8,2 points fin 2017 3 7,3 points au 24 trimestre 2018). Ces chiffres révélent en creux
que la réception hertzienne est plutdt utilisée sur poste secondaire, probablement en raison de sa gratuité.

Nom bre moyen Modes de réception de la télévision sur le poste principal
d'écrans par fover sia%  521%  52%  S26%  528% |pTV haut et trés haut débits *

ermetta':\t de i 54 5,5 5,6 O g 5% asex 491 DI ==
P > 47’{:;- T s e NLJOB. ; ~54% 52w aa ** Réception hertzienne terrestre **
rega rder la vidéo TToam 4% ek T T BT~ o e =

2% 7% go8% P “wox A4n4% TNT
Téléviseur 1,7 1,6 1,5
1 o s ; Ventes d'écrans de tékévisions en milions d'unités m
Ord”]ateur 1‘4 1'4 1'6 i (France, 1994 - 2014)
Mgty St

. . - A\

Télephone mobile ; : ; : ; ; ; o

TV cumvirgum

DTt w0 scren phes

(dont smartphone) 1,8 1,9 1,9 32015 T4 2015 T12016 T2 2016 T3 2016 T42016 T =
® ®

- " Trwwe LS )
Tablette tactile 05 | o6 | 06 i .i" I !!I Ill _

L A A B B 2
T
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IT Energy consumption and Climate impact

Technology is also the solution

GES on retail

EMISSIONS PER ITIM [GR CO2)

« = = = 17% positive
savings

TRANSPORT
[
-

BUNLDINGS

DATA
o

PACKAGING
-
- 21 5
:- I

Author — Paul Pinault / Disk91.com



IT Energy consumption and Climate impact

Technology is also the solution

Irish Newspaper Market 2000-2018

2,000,000 /_//_J-wﬁ_\

—Total Market
Sunday
1,500,000 -+
Morning
1,000,000 1 \
500,000 4 —
0
N L] ~N N N L] ~N L] ~N ~N A ~ L L] N N aa L) L~
o © © © o o o c © o o o o © o o o o o

>50%
- less paper
- less print
- less transport
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IT Energy consumption and Climate impact

in France for a

email

Applying more’s low
/2 every 18 months

year

2Wh

Real size 70% spam & 5kb +
30% legit @75kb (avg 26Kb)

0.64Wh

0.01Wh

achnology is also the solution
““IE830.000 tons of

=® 4kWh/kg

physical mailbox spam

511Md total email in
FRANCE for a year

Wh / email

Ademe 2011 avg 81kb /

Total Yearly energy | Vehicle eq m / day CO2

1TWh

0,32TWh

0,005TWh

157Wh / unit (0.03€)

$

3.3TWh / an

$

CcO?2 1,5km elec vehic / j
216m thermal vehic/ j

effort per people

Eqg elec:
Eqg thermic :

Eq elec:
Eqg thermic :

Eq elec:
Eqg thermic:

480m
65m

153m
20m

2m
32cm
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IT Energy consumption and Climate impact S

- 3Y“30 emails are ‘ 1.6Wh / email

_|equivalent to 1 day of .
2l . |Ight bulb” 306.4Md email /d

sueswl

—

!

490GWh / j

!

122M servers

!

Every servers sold by the last 10
years are only doing email
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IT Energy consumption and Climate impact

Emall is not

sueswl

“email for a 100

!

13T 1=4T

—

13T/y = 130MWh/y

14kW

!

35 Servers

!

2000 cores
17TB RAM

500 macbook

»
L

32GB RAM

N
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IT Energy consumption and Climate impact

Remote Office

Energy reduction plan in 2022 in France, includes a potential 9.1TWh gas
energy reduction by increasing the remote office.

The associated transport reduction is estimated to 2.8TWh

This is equivalent to 3,4M physical cooled servers.

Leviers de sobriété Effet (TWh évités)

abitat b espaces partagés et Modre supmentation de 1 talie unitaire des Ménages

2ton de 8 Comommation de chauftage résdentee

This is more than Google Amazon
Facebook, Apple and Microsoft all
over the world (estimation around 2,5M)

SETWh «
on I hyropéne. 3.4 TWh
337TWh <
2.8 TWh
2,2 TWh
.1 TWh
1,7 TWh
0.9 Twh
0.6 TWh
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IT Energy consumption and Climate impact

Technology also provide a new approach

Tl wi6Labs a retweeté
Laurent Riéra @LaurentRiera-5 h
Vers une ville climato-intelligente ? Quand I'#10T se
4 met au service de l'identification et du suivi des Tlots
de chaleur urbains. Article technique ET passionnant
sur le déploiement de capteurs connectés a
@metropolerennes utilisant le réseau #LoRaWAN

wiGlabs.com/2021/04/28/ver

r
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=4 loT isasolution,
"= based on data collected

.3 . from physical world,
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loT has 3 layers

to compose a
solution.

DEVICES

To capture the data from the
physical world

Devices are numerous. Larger the
fleet is and larger the value
created by the platform will be.

COMMUNICATION

To transmit, autonomously, the
captured data from the fields to
the consumers.

Communication key feature is not
to be fast; it is to be energy
efficient.

PLATFORM

Makes the data meaningful and
accessible to the end-user.
Process large set of data. Mix
different source of data. Create
individual and aggregated value.
Manage the device fleet

&
(@)
=
—
(@)}
=
D
()]
S~
=
)
(q0)
=
(a1
=
)
o
I
—
@)
<
)
>
<




FITBIT
U S E CAS E l\-IIULTIPLE USING WITH APP AND

Get personal activity & health data from million of different people DEVICES BLUETOOTH BIG DATA

world-wide. Process them and propose:

= alvicluel eedleek Collecting the And the customer To propose a valuable
- Global data studies and partnership programs same type of Data smartphone as a customer experience and B2B
Gateway to internet services like heath insurances

4,»



Get home environmental information — Temperature, Hygro, Sound...

NETATMO
USE CASE

Individual feedback
Global data studies and partnership programs

RN

=
MULTIPLE
DEVICES

Collecting the
different type of
data all related to
your home

USING Wi-Fi

And the customer

Internet connectivity to
reach the backend
services

WITH APP AND
BIG DATA

To propose a valuable
customer experience and
B2B services like city map of
environmental noise




Let’s make a short break

LEARNING AT THIS STEP

IoT is a Solution

Composed by Hardware, Network and
Software.
It needs maintenance and the
associated business model is a service

Belonging on multiple
technologies

The communication layer uses
different technologies depends on the
context.

With a two sides
source of value

A direct benefit for the end-user (the reason
why he buy it) and a B2B source of revenue
obtained thanks to the massification of the

collected data

Author — Paul Pinault / Disk91.com



loT solutions have a
complex cost model

Mixing

- Capital to produce the software /
hardware and industrialization design
Per devices costs related to
production and distribution
Recuring investment to maintain the
software stack
Recuring cost for supporting
maintenance, communications,
platform run and end-user-support

1 Volume of devices is a
key factor

Longer the service is
delivered and higher
the cost per device is

loT solution business model
differ from commodity product
standard

J)

In field Maintenance

Per device expense

Transportation & Deployment

Packaging

Production assembly

Chips & raw materials

—>
—

Subscription

1%
*Q'l
1
D
| -
v QU
o 2
End-User Support o O
S o
| -
| | 3 2
Hosting & Operation O
o ©

Network maintenance
(option)

Software maintenance
Back / front / mobile

Recuring
Cap/exp

Production fixed cost
(test, mold...)
Certification

Network deployment (option)

Network gateways (option)

Initial Mobile design

Initial Front End design

Capital

Initial Back-end design

Author — Paul Pinault / Disk91.com



Xiaomi -Caméra de Sécurité Domestique 360° 1080P-

Blanc
Visiter la boutique Xiaomi
Yrivyrirydy ¥ 2442 évaluations | 177 questions avec réponses

Prix conseillé : 39,99-€

Prix : 33,98 €
Economisez : 6,01 € (15 %)
Tous les prix incluent la TVA.
Assistance produit Amazon gratuite incluse ~ OT n ee d S

Livraison GRATUITE (0,01€ pour les livres) en point retrait. Détails

Neufs (9) a partir de 33,98 € + Livraison GRATUITE re c u r ri n g
Arlo Pro 3 | Pack de 2 revenue or

cameéras de surveillance 2K

HDR, Batterie rechargeable

Alarme Grand angle 160°, needs to

Audio Bi-directionnel

o
Eclairage spotlight intégré I n c I u d e S
(VMS4240P)

Visiter la boutique Arlo

ALy © 82 bvaluations future costs in

| 8 questions avec réponses

pix: 599,00 € the initial price

Tous les prix incluent la TVA.

Payez: 149,75 € x 4 (33,48 0 € de frais
inclus) Voir conditions et olus de facilited
e paiemen)

Assistance produit Amazon gratuite incluse

v
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Hangang Traceur GPS Magnétique
o S e

90 Jours Longue Veille IP65 étanche |
Suivi en Temps Réel, Tracker GPS

pour Voiture Camion Moto Véhicule . .

Outo TKMARS905 ecurring revenue Is

a warranty for
oix: 52,99 € platform evolutions

Tous les prix incluent la TVA.
[Z175X [ utiliser le coupon de 5% Détails

Payez en 4 fois dés 75 € d'achats Voir détails et a n d d ata SafEtyo

conditions

Promo... 3 promotions

v

Assistance produit Amazon gratuite incluse v
Livraison GRATUITE (0.01€ pour les livres) en point

Tractive Collier Gps pour Chien - Traceur Gps avec Tractive GPS nécessite un abonnement
Portée illimitée. Blanc afin de pouvoir suivre votre chien
Visiter la boutique Tractive

YWwirvrryy ¥ 3540 évaluations | 43 questions avec réponses BASIC PREMIUM

Author — Paul Pinault / Disk91.com

& portir de € 3.75 / mols apartirde €4.16 / mos

Prix conseillé : 49;00-€ De quoi s'agit-il? v
Prix de l'offre: 19,19 €
Economisez : 29,81 € (61 %)

st SR 2 Sz 2 ‘_ T Tous les prix incluent la TVA.
® tractive e

€49.90 €89.90

Livraison GRATUITE (0,01€ pour les livres) en point retrait. Détails

GPS Tracker Classic

Neufs & occasions (7) 18,81 € et livraison GRATUITE pour les commandes d'un
montant supérieur a 25,00 €

« ABONNEMENT REQUIS : a partir de 3,75 € par mois (pour abonnement
biennal payable a l'avance), plusieurs options disponibles. L'appareil
fonctionne grace a une carte SIM déja intégrée, et nécessite donc un
abonnement Tractive couvrant la connexion mobile.
* TRACEUR GPS : Appareil de suivi GPS léger (35 g) et étanche, recommandé
pour les chiens de plus de 4,5 kg. Le traceur Tractive GPS s'attache facilement
a tout collier ou harnais. Contrairement aux GPS Bluetooth, le traceur Tractive
a une portée illimitée. ‘




Impact of product business model applied on loT Solutions

Selling loT as a Product leads to slow death

Initial Investment

()
B

*@6 =
33

(96\

Cumulated revenue:

Fashionable period

Disillusion period

lume

se of vO
Decrea 4 of fas

(competition, €N

hion boost)

\ces

Death Valley

3
act o co°

d
\n fie\d pre

End of marketing product life

= fitbit

Y
L

h

End of developments

Product becomes less
attractive

Product becomes insecure
Service stops working

v

Time



loT revenue model

There are many revenue
model, an illustration here
is on B2C direct solution
with indirect B2B markets

1 There is the reason why
you accept / want the
solution.

2 There are the market
where the solution
creates value,
sometime the reason
why the solution has
been created.

This is a win-win deal for
human generated data

The user is sharing some data

v

é Visible Insight
h .l

)
Y

To obtain a personal benefit

,, —
éé High Value —

./i\ @ Insights \
Yy
Massive data

7 E) fiE

aggregation Custom studies

More arrows you have here and larger are the recurring incomes ]
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“DATA IS THE NEW OIL”
is @ wrong assumption !

However, data isQOfe .

MORE DATA YOU HAVE HIGHER ITS
VALUE IS.

With larger data set you can extract more value, touch larger
indirect businesses.

THE VALUE OF DATA IS ONLY DUE
TO ITS UNIQUENESS

As the data can be sold without reducing your stock of Data,
its value comes to a non existing competition or its value
tends toward 0.

refined to 0.9999 puricy,

would fir into a  20x20x20m
cube

on Wimbledon's

centre court,

IS THENEW
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The rules of
the DATA ORE

i = [Oe]
i Q= -
Mining data let you make a stock; the stock values comes from the ; . jé“ b o §
' (%] [ —
number of markets/customers you can reach with unique Insights. : % £ 3 g
This is related to the volume of data you have and the lack of : 2 % a § 2
competition. Selling you raw data is making new competitors. g | g 5 g E g 95’ %go
32 354 2 = E =SB
o ¢ H ~ > g € S E 9
> = ! © E — ‘9 -
DATA MINING HAS A COST g2 | 58E [E:cE gas
vEeR =24 o 82, s £S5,
220 £%9 5 EQ W o 3
0 © = ©
DATA CAN BE REUSE INDEFINITELY 882 5% 228% £2te el
| of DATA

SELLING RAW DATA DESTROY ITS
VALUE

DATA VALUE COMES FROM YOUR
STOCK OR RAW DATA

ANY COMPETITOR HAVING MORE
DATA THAN YOU DESTROY YOUR

DATA VALUE

$
T
v
4
4
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FITBIT

USE CASE

Fitbit was the first to capture the human activity at a scale never

obtained before. They have been able to propose unique Insights to
health research, insurance market and much more. They were
expecting a significant revenue from it to support the run costs.

| send information about my physical activity A,
Visible Insight
5 | get report, challenges...

N

i . ¥ Cm
l 7y Global statistics

' °

{ ] '

i ‘é (anonymous)
¥,
M

'* Profiling %
Massive data (personal data)
-

aggregation

—>
P




AR -

50 32.50 USD 19 Jun 2015 Fitbit stock price

F IT B IT . Google acquired it for $2B in 2020
USE CASE

The activity sensors have been deployed in cellphone, watches and
many competitor's activity trackers making the activity data value
tending toward zero today.

| send information about my physical activity A,
Visible Insight
5 | get report, challenges...

(

N 2 Ae Google
é *Q'l 2 4‘4 Global statistics _IEI_ Apple 2
P 8 é ‘.ﬁ (anonymous) — L E

i 3, 4 Samsung =
'* Profiling % < o

Massive data  (personal data) Strada S

aggregation = Nike S

k )

N Ty



BLOCKCHAIN ——
CANFIXTHIS =7

By proposing a reward mechanism based on a digital asset produced
for no-value, you can kickstart the deployment of a fleet of devices

Q@

lanetWatch has quickly reached 60.000 sensors
Token distributed to miners for gathering data

Token needed to enter the PlanetWatch game (ponazi like)
Token value is growing due to demand push

1-2 week return on invest during the first months
.. Later years ...

The fleet is in place, 72.000 sensor 1 year after start



B2B Logistic vk

S e 3}:
&
-ty l "|
Seé-Ldse A ;
P .
“ ..' . y ¥ A-
With a tracker deployed in the element of the logistic chain, many » g A - y -.
companies are looking to improve the supply-chain cost by reducing ¢ ", -
the transport duration and reducing the stock size and associated - - - - f‘! ¥ -

D

cost.

9] Qo Qo Q Q Qo
iy i o i

‘l-‘i ”'@- fomdon = omn
| ~l |

Visible Supply Chain Insight What th.e pro!ect targets with a sufficient value to
l finance it (build+run)

Global statistics

Author — Paul Pina

In most of the case, nothing is done here,
Transporter profiling and value is lost
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Let’s make a short break

LEARNING AT THIS STEP

loT has recurring costs Business model
includes recuring cost

In the initial price (device will have a
programmed obsolescence) or within
a subscription

Longer the service is delivered, higher
the cost is per device.

Multi-side business
can be a solution

By targeting different market and extracting
more value from the data you can balance the
recurring cost issue

Author — Paul Pinault / Disk91.com



loT is an opportunity to

innovate like Internet or

smartphones transformed
our environment

Author — Paul Pinault / Disk91.com



N

Adding a connectivity
feature on an existing
things does not make
innovation happen.

Innovation transforms
an existing market or
create new markets

Author — Paul Pinault / Disk91.com



loT changes thy ?

simple prod Understand the use
of product

Propose renewal
right on time

Propose maintenance
based on use

¢ Per use billing

Unlock special blade

¢+ Allow opening

Track product in

distribution circuit | :
Fight against

counterfeiting




Why connecting
tables ?

=

S

. o o

- Would it be for the end-user to master its dinner - %
habits ? . a

- Are your ready to pay for it ? N O ! %

: E

- Would it be for the manufacturing process ? %
- Can we save money ? YES ' l o b

. =

2

=

<

&Z9 Manufacturers needs to forecast future order
with accuracy to plan raw material purchase
and flatten manufacturing process.

loT can give them a real time view of the
distribution stocks and move away from
forecast to real-time market data.




loT can fight against
pandemics

Here is a Map of Covid evolution within the USA
made by Kinsa connected thermometer. This is
precious visualization obtained with $30-S50
thermometers, complex to use. It is like a satellite
watching hearth with a 100km x 100km definition.

How this could be with loT at Scale providing a
100m x 100m definition, thanks to S3 connected
thermometers ?

It could predict any pandemic movements.

Gives immediate results even before test.

It could give transparency all over the world.
Allow to confine small area instead of whole
countries.

It could protect the personal data more than the
existing solutions.

Author — Paul Pinault / Disk91.com



loT can fight against
pandemics

Here is a Map of Covid evolution within the USA
made by Kinsa connected thermometer. This is
precious visualization obtained with $30-S50
thermometers, complex to use. It is like a satellite
watching hearth with a 100km x 100km definition.

How this could be with loT at Scale providing a
100m x 100m definition, thanks to S3 connected
thermometers ?

It could predict any pandemic movements.

Gives immediate results even before test.

It could give transparency all over the world.
Allow to confine small area instead of whole
countries.

It could protect the personal data more than the
existing solutions.
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loT for public led
problem to service

Public lights are fails and detection is usually made
manually on regular basis.

- It has a detection cost
- Itimplies a bad quality of service

Connected lights can reduce the detection cost,
allow to get an immediate detection and
maintenance offering a high quality of service.

But it is also an opportunity to transform this kind

of maintenance as a service, being able to do
predictive maintenance.

It’s also an opportunity to change the way the city
lights are managed and to save a lot of energy with

a higher service level for the citizens.

Connecting a light today is less than S2 hardware.

or — Paul Pinault / Disk91.com
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loT for safer mobility

Improve
insurance
revenue

Capture
driving
data

Reduce
insurance
cost

Compute
Driving
quality

Propose
driving
advices

Improve
driving
behavior
Reduce
Accident
risk

; »
Author —’auH Disk91.com



loT makes
technologies

reaching a new scale

Humanity scale

Family scale _
’ Mobile 2016
7.400.000.000
Internet 2014 i _
3.000.000.000  Mobile 2006

| ' 2.600.000.000
' Internet 2004 :
| 800.000.000 5

' 6.000.000.000

. Things scale

loT 2025
27.000.000.000

loT 2015
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I OT at Sca I e ULTRA-LOW-COST DEVICES

In 2020 we reached under S1 loT devices
What makes the difference and innovation firs condition to support at scale

with 10T is the ability to make it at deployment
IN FIELD COST TENDING TO ZERO

scale. The ability to deploy millions of .y
. . . The second condition to support at scale
devices in the field. deployments.
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loT as the source of physical world Al

loT CAPTURES THE
ENVIRONMENTAL

DATA
DATA FEED THE Al.

Al main domains of implementation is digital world Currently, physical world Al is limited by the small number
(images, video, sounds, voice, social network, books ...) of data we have for training the neuronal networks.

The Al capabilities in the physical world is huge (car driving, 10T, by massively gathering physical world data is enabling
industrial maintenance, pollution, energy consumption new Al capabilities.

reduction, climate prediction, health & pandemic...)



Let’s make a short break

LEARNING AT THIS STEP

loT is transforming a It allows to get data
market from Things anywhere

Making things communicating, It gives the solution provider to grab
automate reporting is not enough data from any of the things at scale

loT scale is Things
scale

loT revolution will make sense at scale,
therefore the most important things for a
breakthrough is the solution TCO per Things

Author — Paul Pinault / Disk91.com



loT have multiple faces for
addressing all the Thing’s

NP e Y P
- AT 4‘5’%"" :
vt 8N contexts.

New networks made loT to
come alive.

Author — Paul Pinault / Disk91.com
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1 day to 1-week Get benefit of the Focus on user
autonomy human experience
Small smartphone Belongs on
Not expensive 5m coverage personal data

Subscription challenge Free large
bandwidth*
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Network characteristics for

< Wearables

BLUETOOTH

For customers with a
smartphone AND data.

This is basically limiting the
target population

Target Geeks

CELULAR
TECHNOLOGIES

Enable access for all with a
constraints on
communication costs

Reduce autonomy

Target elderly, non geeks

Author — Paul Pinault / Disk91.com



1

Smart home —
control, save,
protect

- 6-month to 2 years

autonomy

Small & Design

Not expensive
Subscription against
savings

o 7T\ VS
i . -}

Get benefit of
the home
Internet access
Home wide
coverage
(300m)

Focus on user
experience
Belongs on
personal data
Smart home is
not home
automation

Author — Paul Pinault /Disk91.com



Network characteristics for

(:) Smart Home

ZIGBEE

With a gateway
connected to home
Internet

Low energy
communication
solution including
mesh capabilities

WiFi

Already existing
every-where with
coverage limitation.

Configuration is
complex

LoRa

With a gateway
connected to home
Internet

Low energy
communication
solution with large
coverage

Bluetooth

With a gateway
connected to home
Internet

Mesh or long range
for smart home.
Easy to connect
with smartphone

Author — Paul Pinault / Disk91.com



* Smart city —
_optimize,
. greenify...

- 5-years to 30 years Low cost High level of
autonomy Small insight
- No maintenance bandwidth Massive data -
City wide processing
network (10 - Money/Energy
100km) saving oriented
- Subscription .




Network characteristics for 1

B < Smart Cities
0G

@ @ @
LoRaWan Sigfox 4G 5G
Low power network Public World-Wide Existing technology To be technology
easy to deploy city- Low power is most of the cities, coming with
wide as private. network already allows large traffic valuable power
covering cities. but energy efficient solution
Easy to share between consuming. with large
multiple project. No deployment and bandwidth
maintenance cost LTE-M and NB-loT compared to 0G.
Flat cost but subscription low power but still
Ultra low-cost limited Subscription based

devices

MESHED NETWORK

City wide meshed network like Amazon Sidewalk are promising for B2C and
could be used for Smart Cities




Industrial loT —
reduce costs,
improve quality,
secure investments

ot | s --l-years to 30 years - Take benefit of - Difficulty on multi-
| , | E ‘ R - autonomy existing tenant added value.
f oy | H 5 T | : - Reduced maintenance networks - Massive data
: 1% %‘il-ﬁ- Jn;‘. 3 1 | (M2Mm) processing
N TR e JAw - Autonomous in - Money/Energy

private network saving/Risk
(or public) reduction oriented

- .



Network characteristics for

Industrial loT

ETHERNET

Old M2M technology
already in place.

Reliable and secured
but costly for massive
deployment

Reduced

maintenance, not
mobile

WiFi
Already in most of
factories and

warehouse

Configuration is
complex

Reduced autonomy

LoRaWAN IgTOX

Allows to deploy
private network at
low cost.

No investment,
public network can
be extended locally.

Industrial site No maintenance

coverage with 1-3 cost, subscription
gateways only. cost.

Reduced

maintenance Long Autonomy

Ultra low-cost

Long Autonomy devices



A bit of vocabulary

loT / 1oT4i / lloT

O 10.000+ 10.000+ Low Similarity
L]

<

ls 100+ 1000+ Low Variety
L]

®

2 100+ 10.000+ High Variety
L
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A bit of vocabulary

4a 10T /10T4i / lloT

O 10.000+ 10.000+ Low Similarity
|

\. J
Y

Device Management

<

= 00 1000+ Low Variety

o

oy \

2 100+ 10.000+ High Variety BIG
Vo \ y, DATA
olume A

Velocite Y,
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lloT vs loT

loT

Thouthands of
devices, in many
locations, delivering
homogeneous data
at a low rate

lloT

Thouthands of
sensors, in a single
location, delivering
heterogeneous data
at high rate

Time series

EEEEEEER

Time series

Device Management

Data Ingestion

Data Contextualization

Device Right Management

Critical capabilities

IT integration

Big-Data Ingestion

Data Transformation

Low-Code No-Code

Critical capabilities

.
.
.

.
.
.

Time series

Product series




Time series

»
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A corporate software team Having the internal IS team
can manage a POC phase, conducting the POC is best.

even with a reduced But they need to stop after
hardware experience with and let experts (hardware 8
the listed technology. team) conduct the rest of the
They mostly need to get fun phases.

with a such project and to (

have a Hacker mindset.
- Apae Y = WA R L R
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Device technologies

POT — INDUS PHASES

I Xx r,o
- H coope

N IR A LT ) S\ 5 A PLACE OF

N At AN EXPERTIZE

/o o0 )Q[ud

s ﬁ?

POT and INDUS phase are requiring expertise and a complex standard electronic design house. loT is not M2M, there are

work of engineering. If your business is loT solution, you power consumption, network expertise and IT integration
need to have this team. If 1oT is just a solution for improving requiring specific knowledge and experience to be
your regular business, you can rely on an external team. successful.

Make sure your have real expert of IoT and not simply a

Author — Paul Pinault / Disk91.com
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Device technologies

POT — INDUS PHASES - Technologies

MCU

LIKE A COMPUTER <
IN A SINGLE CHIP

loT Brain is usually a Micro-controller: a single chip usually around $2-54.
containing all what a complete computer have: CPU, Therefore an electronic design is dedicated to only 1 specific
memory, storage, 1/0 ports. use: each of the components are selected to fit exactly the

The power of the MCU can exactly fit your device needs and specific device needs. It reduces the final device cost.
cost only what is needed. Price starts from $0.10 and is

Author — Paul Pinault / Disk91.com
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POT — INDUS PHASES - Technologies

- COMMUNICATION

MODULE/CIRCUIT

Second critical component of an loT device, the more compact but equivalent.

communication circuit. It can be: - A transceiver, this is the low-level radio component, the

- amodule, all in one solution, including communication unit price can be from $0,1 to S2 but you need a larger
protocol, easy to use, already certified but more investment for the associated engineering.

expensive ( $3-$15)
- A SiP or SoC, they are module made a different ways,
Author — Paul Pinault / Disk91.com
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POT — INDUS PHASES — Technologies

\

Ultrasonic
Parking Sensor

SENSORS i

f Sensor

N N - I ,"" ‘
B NI WHAT YOUR .....omee

sensor

Wheel Speed \::'.‘r . \ } s B DEVICE HAS BEEN
\ RS DESIGNED FOR !

There are sensors available to get most of the price.

environmental data. Each sensor capture one data. Sensors can be the main cause of end-device cost, this
Sometime 2 or 3 when they are related. domain is also moving fast with edge computing and IA
Each sensor is a dedicated circuit with different inside the sensors.

characteristics in terms of precision, power consumption,

Author — Paul Pinault / Disk91.com
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Of — Paul Pinault / Disk91.com

! .
‘ a E
?3 EDGE COMPUTING AND ULTRA LOW-COST (available)  ULTRA LOW-POWER (to be)
NEURAL NETWORK (available)

More and more sensors Ability to make devices for a Ability to make devices
includes neural networks. final price of $1 - S2. This is powered by the

Optimized algorithm for loT the enabler of loT at scale radiofrequency available
exists. with fleets of devices over locally. Consuming only
1M. picowatt, without chemistry.



Let’s make a short break

LEARNING AT THIS STEP

An IS team can POT and INDUS
manage an loT POC require expertise

Something you can avoid by using
product already existing on the
market. Otherwise, build your team or
find loT contractors

Thanks to the use of common
technologies and existing products
available on the market

133

loT device is an
optimized solution

loT design is a good design when it perfectly fit
with the expected behavior. It means it is
dedicated to that specific use-case.

Author — Paul Pinault / Disk91.com
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Communication technologies

<__) For human attached loT

% Bluetooth’

Bluetooth is equipping all modern smartphone and devices

Frequency: 2.4 -GHz

Pic current: 16,5mA

LOW POWER Coverage: 15m-30m
SHORT RANGE Throughput: 1Mb

Chip price: 1.5€ - 3.5€

COMMUNICATION [t

300m outdoor

Building with long range version of thanks to meshed

can use the Smartphone connections to reach Internet. That networks.

way the communication cost seems to be free for the

consumers.
Bluetooth can also be used for Smart Home and Smart

You need to know Bluetooth background communications

Tx power: 8dBm / 10mW

Rg: v5 can go to 100mW /

Author — Paul Pinault / Disk91.com

with smartphone is complex to make working and diversity

of smartphone is a big issue for Bluetooth loT designs.



Communication technologies

(_! For home automation

Frequency: 2.4 -GHz

Pic current: 23 mA

for larger coverage

Zigbee and its competitor Z-Wave has been leader in smart  makes sense.

home domain. They are not integrated into smartphone and Zigbee also supports Meshed networks to extends the
need to have a Gateway to propagate the data to Internet coverage.

and the central servers. This extra cost limit the application  Zigbee technical name : 802.15.4

domains, mostly to smart home. Industrial domains also

Tx power: 0dBm / 1mW

‘ o ® LOW POWER Coverage: 100m / 30m
LigBee BT o
COMMUNICATION LAt

Rqg: 100mW version exists

Author — Paul Pinault / Disk91.com



q Communication technologies m
«— For home & Industry big devices

Frequency: 2.4 —GHz (5GHz)
Tx power: 20dBm / 100mW
Pic current: 300 mA

HlGH'POWER Coverage: 30m

Throughput: 11Mbps (loT)
Chip price: 1,5€

SHORT-RANGE
COMMUNICATION [t

Rg: 802.11ah (HaLow) has
been designed for loT and
operate sub-giga. But it is
not really deployed yet.

WiFi have the advantage to be well deployed at Home and choice.

in the Industries & services. It have different negative points - The power consumption requiring large battery charge
limiting its usage for loT. and short autonomy.

- The setup complexity - WiFi requires a local gateway (access point), to

- The pic consumption over 100mA impacting the battery communicate to Internet where the backend servers are.

Author — Paul Pinault / Disk91.com



Communication technologies

<__) For any low speed loT context

Frequency: 868Mhz
915MHz

2.4GHz

g———
o,
™ LOW‘POWER, Tx power: 14dBm / 25mW
O a WI D E' RA N G E Pic cu rrentZ:O;jOB:Alllfzo(;rr‘nvx
COMMUNICATION  Esiyigod
W e ™

Chip price: 2€
Duty Cycle: 1%-100%

S

LoRa is a point to point radio communication solution LoRa is used in different smart home solutions, speed,
allowing wide range coverage. Indoor application, device to bandwidth, power consumption can be adapted regarding
device are offering around 500m coverage when outdoor the use-cases.

usage will reach 10km to 15km. LoRa needs to be connected We see some meshed implementation of LoRa rising,

to a gateway to access Internet and backend service. allowing to cover cities with crowed sourced network.

Author — Paul Pinault / Disk91.com



Point to point loT
communications
architectures

All the previously seen
technologies are not

TCP/IP based and able to
communicate on Internet.

So we have some common
architecture related to
these technologies where
a locally deployed
gateway allow to translate
the communications to
TCP/IP to interact with the
solution platform.

J]

J)

Y

gateway

Private local

TCP/IP

TCP/IP

=
w
(o)

Author — Paul Pinault / Disk91.com I l‘



q Communication technologies m
«— For autonomous short autonomy loT

Frequency: 700MHz -

3.7GHz
HIGH POWER Tx power:

2G: 33dBm / 2W

- 4 G 5 G HIGH SPEED 4G: 43dBm / 20W
204 3G/4G EU: 24dBm / 0.25W

Pic current: 250mA-2,5A
COMMUNICAT'ON Coverage: 5km — 100km
Throughput: 1Gb

, Chip price: 3€ - 20€

GSM uMTS LTE Duty Cycle: 100%

LONG RANGE

Technologies from 3GPP consortium are common when you The most complex part is to manage the subscription and
have externally powered device or the ability to recharge the SIM or eSIM card with NVNO, Multi-operators, dynamic
the device on regular basis. subscription...

This technology allows large amount of data transfer witha  For loT design, battery cost and module cost will impact the
global worldwide coverage. There is no usage restriction business model with limited value creation.

basically.

Author — Paul Pinault / Disk91.com



Communication technologies

<__) For autonomous static loT with IP

Frequency: 700MHz —
2.6GHz

”LOW” POWER Tx power: 23dBm / 0.20W

Pic current: 250mA

E- .:'g i g; HIGH SPEED Coverage: 5km
- v Throughput: 4Mb
L' S LONG RANGE ughpe

Chip price: 10€

COMMUNICATION EETEEEEELA

CAT-MO / CAT-M1 / CAT-M2
LTE-M is a low power solution for LTE technologies. It has from the network cell.
been added in the 4G and it will be improved in the coming LTE-M can be deployed where 4G is, not all country
5G. currently support it but it the easier to find worldwide.
Basically it allows a device to deep-sleep for a long period of Fallback to 4G/3G is recommended. Expected energy
time, then resume quickly on the network for short savings are uncertain.

communications. It works well until the device move out
Author — Paul Pinault / Disk91.com
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Sim and subscriptions
management create a

<

Disk91.col

Sim cards are required  You need multiple if you You can also use MVNO 5

H H to authenticate the want to support local (Mobile Virtual Network
ce rta incom p I exrty device on the network communication instead Operator) managing the .
' N and allow of roaming. roaming negotiation for ?
\ communication. This is possible with you and proposing B

Q‘\ eSIM and the ability to global SIM.
Sim card belongs to upload new SIM from a ‘
@ \ one network operator  “technical” operator.

\ 1 operator = 1 sim N




3GPP classical solutions
are IP based

The device can directly
communicate over TCP/IP.
loT subscription will
sometime require a public
IP attribution for a direct
communication with the
device.

These technical solution
also simplify device-to-
device communication
and massive downlink.

I

)
J)

Y

Telecom Operator
Network

Network server
©)—

Telecom Operator
Network

TCP/IP

=
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<__) LPWAN - 3GPP Low Power

Frequency: 800MHz -
1.8GHz

LOW POWER T).( power: 23dBm / 0.20W
MEDIUM SPEED  [Ssisistoniia
LONG RANGE  Piiergy
COMMUNICATION EETEEEEELA

CAT-NB1 / CAT-NB2
NB-loT is a low power solution for LTE technologies. It has lower power consumption. The number of NB-loT networks,
been added in the 4G and it will be improved in the coming  worldwide, is still low but this is really promising. The main
5G. issue is the roaming between operators for devices moving
NB-l1oT is different than LTE technologies and simplify it. This out of the operator coverage.
allows to have simplified hardware with a lower cost and Coverage is directly related to 4G coverage. A sim is needed.

Author — Paul Pinault / Disk91.com



<__) LPWAN — For deep loT

Frequency: 169MHz

LOW POWER Tx power: 27dBm / 0.5W

Pic current: 500mA

WizeAlliance LOW SPEED KRN,

Chip price: 5€

LONG RANGE
SECURED Duty Cycle : 10%

COMMUNICATION

Last technology rising on the LPWAN area, Wize has been communication. The coverage is limited to France, Spain,
pushed by Suez and GRDF to support the water and gaz Portugal, Italie, UK, Moroco, Algeria but the real coverage
counters telemetry. For this reason a particular attention out of main cities is currently unclear.

has been made on communication encryption. The 169MHz The technology is new, the ecosystem still limited, this could
choice made this network really fitting with deep indoor be promizing for smart city & smart building.

Author — Paul Pinault / Disk91.com



T — m
&— LPWAN - Private loT networks

Frequency: 868Mhz
915MHz

LOW POWER 2.4GHz

—— L Tx power: 14dBm / 25mW
LoRaWAN | iy e
Pic current: 30mA / 120mA
C®
) —

LONG RANGE

Coverage: 10km
o0\ 1\ 18]\ 1[o7:\p[e] ' Throughput: 5,6Kbps
Chip price: 5€

Duty Cycle : 1%

LoRaWAN is a network implementation of LoRa technology. the public offering. France have 2 LoRaWan public networks
It can be used with public and private networks. with nationwide coverage. This is an exception.
Public(nation wide) deployments are really limited over the

world and the main use concerns private deployment. The It is the only LPWAN you can use without a subscription
network cost is low ( gateways starts at 70€ ). Some business mode. The complex software stack requires a
crowdsourced networks like TTN or Helium also complete strong MCU.

Author — Paul Pinault / Disk91.com



T — m
«— LPWAN - Global worldwide network

Frequency: 868Mhz
915MHz

LOW POWER Tx power: 14dBm / 25mW

20dBm / 100mW

S i g fox LOW SPEED Pic current: 30mA// 120mA
LONG RANGE '?I::,:t:agi(:ui?lir(;‘O/GOObps

COMMUNICATION EUEr

Duty Cycle : 1%

Sigfox is a radio technology (UNB) and a public network (finished devices under $1)

operator operating a SDR radio network. The key differentiator of Sigfox is being the only one

The asymmetry of the technology allows and long-range worldwide network operator. Sigfox is a single network with
performance for simple transceiver. a single network server.

This is the first technology to enable the Ultra Low Cost loT  Sigfox is a French company.

Author — Paul Pinault / Disk91.com



Technologies

Are 1 ""#in gt Enc

competition

They are addressing different use-case,
with different total cost approach

related to speed and power Low cost
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e X
78", P
= K C 4 World * . .
y 3 Mix of solutions LPWAN and Others (3G+4G)

. Or Satellite solutions Kineis / Lacuna Space
Low-cost devices

More than the
technical difference SIGFOX
to serve a specific
use-case we can
generally tweek, the

- Country —-
choice is related to
the targeted
deployment City —-

scope and model.

v

|
2000 Deployed objects in one common area

Author — Paul Pinault / Disk91.com


https://www.disk91.com/2019/news/lpwan/lpwan-is-not-red-ocean-market/

NB-loT, Wize, LoRaWAN,
SIGFOX are the key
player of the loT
revolution
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; " To connect all kind of existing
loT at scale is the ability to deploy and manage large fleets of

¢ devices, over millions with a viable business model thingssygeincec FO: i
- Break the device cost J - Eliminate user setup J K
- Break the communication Q/ - Reduce the battery J
costs size
- Allow years of autonomy - Break boundaries Q/
w/o maintenance _ Cover the world Q/



LPWAN have a common
architecture

—

. Antenna network Network Server
The devices messages are

captured by multiple Brecr ?

)

antennas around. O rw—— L JCP/IP @ S # ll
— - h 36 e A . h '
N ascrce® A TC P/ IP
The antennas forward the .- ?
messages to a network ROAMING
server owned by the (limited)

network operator (private
or public)

4

N
=0
=0

o
Then the network server /_I;% > @
transfers the payload to — —
the custom backend, Antenna network Network Server
eventually, roam it to J
another network server.

)
Y

4

Author — Paul Pinault / Disk91.com



Communication technologies

(:) loT everywhere with satellites

~ COMMUNICATION

Multiple loT operators are looking to the sky to provide a
global coverage, particularly on ocean and desertic zones.
With a fleet of 15-20 satellites you can cover the world with
a communication capability every 10 - 15 minutes for the
devices. For Sigfox the objective is to propose device able to
communicate with satellite and terrestrial network, all in

153

(Argos)

‘. b -~ o
GLOBAL COVERAGE - KInels

LOW POWER

Lacuna

(LoRaWan)

one. Lacuna and Kineis are satellite only.

The challenge is the synchronization with sats.

Compared to Facebook, Google, Musk project requiring
advanced transceiver, the loT solution are really simple and
use simple, not motorized, antennas.

Author — Paul Pinault / Disk91.com



q Communication technologies m
«— Satellites for global coverage

Frequency: 399Mhz-
401MHz Worldwide

LOW POWER Tx power: 100mW 20dBm
2W - 33dBm

LOW SPE E D Coverage: Global

. ’ = Throughput: 200bps -
Inel s GLOBAL Throug
o0,V 1\ 18]\ 1[oF:\p[0] ' [ Chip price: 15-30€

Duty Cycle : 1.6%

Kineis is the currently most advanced satellite fleet See also -

deployed. It relies on Argos / CNES satellites and his soon https://www.disk91.com/2021/technology/internet-of-
launching 25 new satellites to propose a revisit time around things-technology/satellites-iot-is-now-ready-for-use-with-
15 minutes. It already propose a global coverage with an kineis/

average revisit time of 1.5 hour in 2021.

Author — Paul Pinault / Disk91.com



Communication technologies

<__) Satellites for global coverage

Frequency: 1.5Ghz-1.6GHz

LOW POWE R EU, Africa, Asia

ast @a ST KGN . o
G LO BAL Throughput: 400bps

Astrocast is getting benefit of the Thuraya constellation and See also -

a bidirectional protocol allowing to make sure the frame are https://www.disk91.com/2022/technology/internet-of-
transmitted. The sat pass synchronization use a signal things-technology/astrocast-another-route-to-the-space-
received from sats allowing low power mode and iot/

communications at the right time. The communications rate

will be 15 minutes once the full fleet will be deployed.
About 100 LEO satellite by 2025.

Author — Paul Pinault / Disk91.com































































































https://www.youtube.com/watch?v=uhyM-bhzFsI















https://github.com/OWASP/IoT-Security-Verification-Standard-ISVS






https://forum.digikey.com/t/a-basic-introduction-to-ble-4-x-security/12501
https://forum.digikey.com/t/a-basic-introduction-to-ble-4-x-security/12501






https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-121r2-upd1.pdf












https://docdb.cept.org/download/25c41779-cd6e/Rec7003e.pdf



https://www.ofcom.org.uk/__data/assets/pdf_file/0028/84970/ir-2030.pdf













































































































































































































