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The Internet Of Things 
Introduction to what is the Internet of Things, why does it change the world where we live, what are the technologies behind the scene ?

How des it apply to your domain ?

Paul Pinault
Blog/contact : www.disk91.com
Twitter : @disk_91
YouTube: https://www.youtube.com/c/PaulPinault

http://www.disk91.com/
https://www.youtube.com/c/PaulPinault
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IoT Expert 
https://www.disk91.com
https://youtube.disk91.com
https://github.com/disk91/stm32-it-sdk

VP Product & Market Strategy 
We make manufacturing more 
efficient, less impacting environment 
through the data analysis.

DEVICE MAKER & STARTUP 
FOUNDER

ENGINEER 
17 years                   IT, IoT 

TEACHER and SPEAKER
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What do you think 
IoT is ?
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Useless IoT ?
Is IoT…

COUNT EGGS

Know on your 
smartphone the 

number of eggs you 
still have in your fridge 

TOOTHBRUSH

Make tooth wash a 
game for children, 
even if exposing 

your smartphone to 
the worst 
conditions

FRIDGE

Make your fridge 
doing shopping for 

you

FEEDING BOTTLE

Measure que 
quantity of milk 
your baby has 

drunk
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Evil ?
Is IoT…

LINKY

Supposed to emit 
terrible radio waves, 

spy on you

CAMERA

Identify you, spy on 
you, source of the 
largest ddos attack 

on Internet 
infrastructures 

5G

Supposed to emit radio 
waves that can kill us all 
shortly, activating nano-
particles injected with 

covid vaccines… 

CAR

Car could be 
controlled remotely 

by a third party. 
Could be stolen 

with digital 
intrusion. 

Manufacturer could 
disable features, 

use remotely
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Saving life ?
Is IoT…

BALANCE

Measures the increase 
in weight sign of a 

near cardiovascular 
risk in certain diseases

GLASS

Make sure that the 
elderly drink 

enough water and 
do not become 

dehydrated

VEHICLE

Understand your 
driver behavior and 

provide advice to 
improve your 
driving safety

EMERGENCY 
CALL

Emergency call for 
elderly in the event 

of a fall
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IoT is a revolution
changing the way  
industries are going to 
execute their processes
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In the past 20 
years the 
digitalization has 
transformed our 
world but it has 
made it really 
more complex.
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About 60% of 
European 
population has to 
learn computers / 
smartphone / 
Internet after 
school age ( > 20 
year old)
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Most of these 
people never had 
to use a computer 
/ smartphone in 
their professional 
life Au
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Helium deployment density

Planet watch adoption
(French project)

Our ability in 
France to adopt 
change and 
technology is 
lower than others 
European around
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France to adopt 
change and 
technology is 
lower than others 
European around
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Industrial processes transformation takes time
The different phases of the Digital transformation

Minitel 1980 - 2000

http 1989 

The early digital Digital native disrupters Mass industry transformation

2012- 20151994-1998

Traditional actors use the 
technology but not change the way 
they are doing business. New 
actors appears with not adapted 
business models, or can’t scale

New actors take advantages of the 
technology to create a totally 
different way for doing business and 
to scale fast

Traditional actors are switching from a use of the technology for making a 
traditional business towards a way of doing business differently with 
these technologies.

Business model transformation

20 years to get the point > 10 more year for being transformed
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Customer change 
management takes 
time

DIGITAL / IoT 
Transformation are 
ways to make 
existing business in a 
totally different way

Traditional business 
transformation takes 
longer time

Winners are the one able 
to use the technology to 
embrace a transformation 
quicker than the others

1
2

Pre-existing Disrupter Transformation Next step

Sidewalk

Sidewalk

Author – Paul Pinault / Disk91.com
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Industrial processes transformation takes time 
The different phases of the IoT transformation

The early IoT (M2M) IoT Native Disrupters Mass industry transformation

2014 - 20152003 - 2005

Traditional actors use the technology but not change the way 
they are doing business. New actors appears with not adapted 
business models, or can’t scale

New actors take advantages of the 
technology to create a totally 
different way for doing business and 
to scale fast

Traditional actors are switching from a use 
of the technology for making a traditional 
business towards a way of doing business 
differently with these technologies.

Business model transformation

20 years to get the point > 10 more year for being 
transformed

2G/3G/4G - 1991

WiFi - 1997

LPWAN (2009) BLE (2010)

2025 - 2030

IoT pioneers

Author – Paul Pinault / Disk91.com
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DECISION 
TAKEN FROM 
NEVER SEEN, 
MASSIVE DATA

IoT Data will fulfill a 
new set of IA to pilot 
industrial processes, 
sustainability … 

IoT is one of the next 
“digital transformation”

It basically create a new opportunity to transform
the industrial processes by issuing new data from
the real world. It transforms the relationship
between providers, customers and products.

DATA GENERATION 
FROM RAW 
MATERIAL TO 
FINISHED PRODUCT 
END OF LIFE
Industrial processes get benefit of 
seamless data access from any 
stage of the product and its 
components

FROM PRODUCT 
APPROACH TO 
SERVICES 
ORIENTATION

Any connected product can be 
a source of new value creation 
in a service-oriented approach
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Any new technology 
is a strong change 
for each of the 
individuals. The rate 
of change is going 
faster since the last 
20 years.

Why new 
technologies are so 
long for being 
adopted ? The whole society is 

changing with new 
ways of work, new 
way of interacting, 
new ways of making 
politics.

We have to fight 
against large 
challenge changing 
our 100 year old 
model about climate, 
world governance 
and equilibrium
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Adoption follows 
the hype cycle 
pattern, related to 
the ability of 
humans to 
embrace change Au
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People adoption is 
a long process and 
the multitude of 
new technologies 
to adopt generate 
a large community 
of people 
rejecting novelty
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In the past 20 years
Recent technologies to be adopted

Mobile phone
Email, WiFi

Internet / Adsl

Smartphone
GPS, Youtube
3G, Booking

Social Networks
Amazon for mass

Big Data
Online banking

Blockchain
Tablets
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2000 2005 2008 2010

Digital Transformation
Drive-shopping

Tax online declaration 
(massive)

4G
Uber

Fiber for mass

Netflix
Apple car / 

Android Auto

Mobile payment
IoT rise
Linky

2012 2013 2014 2016

1!" Bitcoin Peak
IA for mass

Ransomware for mass

5G
Electric Vehicle 

for mass

Remote Work
Video conference

For all

Uber eat
Electronic 
Shortage

2017 2019 2020 2021













































































































































































https://www.disk91.com/2019/news/lpwan/lpwan-is-not-red-ocean-market/










































































https://www.youtube.com/watch?v=uhyM-bhzFsI










https://github.com/OWASP/IoT-Security-Verification-Standard-ISVS




https://forum.digikey.com/t/a-basic-introduction-to-ble-4-x-security/12501
https://forum.digikey.com/t/a-basic-introduction-to-ble-4-x-security/12501




https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-121r2-upd1.pdf








https://docdb.cept.org/download/25c41779-cd6e/Rec7003e.pdf


https://www.ofcom.org.uk/__data/assets/pdf_file/0028/84970/ir-2030.pdf









































































































































